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AyTeHTH]UKaIUs

beszonacnocts napopmanuu

I'ocynapcrBenHast
nH(OPMALMOHHAS CUCTEMA

Joctyn k nndopmaruu
JoctynHocTb

3amuTa uHbopMaIu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amumaemas nadopmanys

WNnentudukanms

Nupopmanronnas cucrema

WHudopmanroHHbIe pecypehl

WNudopmanronnsie
TEXHOJIOTUU

Nudopmarus

KonTponupyemas 30Ha

KonduaenmansHoCTh

O06paboTka mepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI 1 OITPEJIEJIEHUSA

JleficTBUsI TIO TIPOBEpPKE MOJIMHHOCTH CYyOBEKTa JIOCTyIa
B HH(DOpMAITMOHHOM cUCTEME
CocrosiHME  3alLUIIEHHOCTU
obecrieueHbl €€
U 1I€JIOCTHOCTh
HNudopmaninonHas cucreMa, co3/iaBaeMas B LIETISX peann3aluu
MOJTHOMOYU I rOCY/IapCTBEHHBIX OpraHoB
u oOecrnieueHusi OOMeHa HMH(POPMAIMEH MEXKIy JTHMHU
OpraHaMH, a TaK)K€ B MHBIX YCTAaHOBIICHHBIX (heaepabHbIMU
3aKOHaMU LIEJIIX

Bo3MoxHOCT OTydeHUs] HHPOPMAIH U €€ HCIIOIb30BaHUS
CocrosHue HHpOpPMAIMK, XapaKTEPU3yeMOe CIIOCOOHOCTHIO
TEXHHYECKUX CPEACTB M HH(DOPMAIMOHHBIX TEXHOJIOTHMA
obecrieunBaTh OECHPENATCTBEHHBIN TOoCTyn K uHpopMaluuu
CyOBEKTOB, UMEIOIUX HA 3TO MOJTHOMOYHS

3amuTta uHQOpPMAIMK, HamNpaBleHHAas Ha MpPEIOTBpallECHUE
MOJy4YEeHHUsT 3alIMIIaeMoil WHpOpMauy 3aUHTEPECOBAHHBIMU
CyOBEKTaMU C HAPYIIEHUEM YCTAaHOBICHHBIX HOPMAaTUBHBIMHU U
NPaBOBBIMH JIOKyMEHTaMH (aKTamMu) WiIH 0OJagaTensiMu
uH(pOpMallMd TpaB WM TMPaBUI pa3rpaHUYCHHs] JOCTyMa
K 3aluIaeMoil uHpopmanuu

uH(pOpMAaIHY,
KOH(UICHIINATBHOCTb,

IIPY KOTOPOM
JOCTYITHOCTh

Wndpopmanus, sBismiomascs MOpeIMETOM COOCTBEHHOCTH
U ToJyleXalias 3alluTeé B COOTBETCTBUM C TpPeOOBaHUAMU
IIPaBOBBIX JIOKYMEHTOB Wi TpeOOBaHUSAMH,

yCTaHaBJIMBAEMBIMU COOCTBEHHHKOM MH(pOpMaum
[TpucBoeHue cyObeKTaM 1 00BEKTaM IOCTYIIAa HACHTU(PHKATOpa
U (MIM) CpaBHEHHME HPEABABIAEMOro  UAECHTH(UKATOpa
C TepeyHeM MTPUCBOCHHBIX UICHTH(PHKATOPOB

CoOBOKYNHOCTH cojieprKalieiics B 0a3zax JaHHBIX HHPOpMAIIU
u obecrieynBalOMX  ee  00paboTKy  MH(pOPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKHX CPEJICTB

OTtnenbHbIE JOKYMEHTBHI U OTJIENbHbIE MacCUBbI JOKYMEHTOB,
JOKYMEHTBI M  MacCHBBl JOKYMEHTOB, COJEpKaIluecs
B HMHQPOPMAIIMOHHBIX CHCTeMax (OumOmmuoTekax, apxuBax,
¢donax, baHKaxX JaHHBIX, THPOPMALIMOHHBIX CUCTEMAX JAPYIHX
BU/IOB)

[Ipoueccel, mMeroasl moucka, cOopa, XpaHeHHs, 00pabOTKH,
IPEJOCTaBIIEHU, pAaCpOCTPaHEeHUsI UHPOPMAIIUK U CIIOCOObI
OCYIIECTBIICHHS TAKUX MPOIIECCOB M METOJIOB
Ceenenust (coobmienus, JTaHHBIE)
0T (hOpMBI UX NPE/ICTABICHUS

[IpoctpancTtBo  (TeppuTOpHsi, 37aHHE, YacThb 3JaHH), B
KOTOPOM HCKITFOYEHO HEKOHTPOJMpyeMoe NpeObIBaHNE JIUII, HE
UMEIOIMX  TOCTOSHHOTO HMJIM  Pa3oBOro  JOIYCKa,

Y TIOCTOPOHHUX TPAHCIIOPTHBIX CPE/ICTB

O06s13aTenbHOE IS BHITOTHEHUS JIMIIOM, MOJYYUBIIUM JIOCTYTI
K ompeneneHHOW wHdoOpmaruu, TpeOOBaHHE HE TEpenaBaTh
Takyl0 HMHQOpPMALUIO TPEeThUM JMIaM 0e3  coriacus
ee obJiaaTens

JeiicTBus (oneparyn) ¢ NepcoHaIbHBIMU TAHHBIMH, BKITIOYAs
cOop, cucTeMaTHU3aluIo, HAKOIUICHHE, XpPaHEHUE, YTOUYHEHHE
(oOHOBNIEHHE, U3MEHEHUE), UCTIOIb30BAaHUE, PACIIPOCTPAHEHNE

HC3aBUCHUMO



Onepatop

HepCOHaJ'IBHBIG JaHHBbIC

Yrpo3a 6e3omacHocTr
nHopmau

VY 93BUMOCTD

IlenocTtHOCTH

(B TOM umcie mepenady), oOe3TMYMBaHUE, OJOKUPOBaHUE,
YHUYTOXKCHUE ITEPCOHATBHBIX TAHHBIX

TpaXIAHUH WIM FOPUAMYECKOE JIUIO, OCYIIECTBISFOIINE
JEeSITeTLHOCTD 110 AKCIUTYaTallui HHPOPMAIIMOHHOHN CHCTEMBI, B
TOM YHuCle 1Mo 00paboTke WHPOpPMAIUU, COACpIKaIICHCs

B ee 0a3ax JaHHBIX

JIrobast uHbOpMAIHsI, OTHOCSINASACS K TPSMO HIM KOCBEHHO
OTIpeNIeIICHHOMY WJIH OTIpeNieNIiIeMOMY (PU3HUECKOMY JIHITY
COBOKYIIHOCTh ~ yCJIOBUH W (DaKTOpOB,  CO3AIOIIUX
NOTEHIMATBHYI0 WJIH PEabHO CYIIECTBYIOIIYIO OINACHOCTb,
CBSA3aHHYIO c YTEUKON uHbOpMaUK  W/UITU
HECAHKIIMOHMPOBAHHBIMU W/WJIM HENpeTHAMEPCHHBIMU
BO3/ICHCTBUSIMH Ha HEe

Henocratok (cmaboctp) POrpaMMHOTO
(IporpaMMHO-TEXHUYECKOTO) CPEICTBA WITH HHPOPMAIIMOHHOM
CUCTEMBl B IIEJIOM, KOTOpBIH (KOTOpas) MOXET OBITh
UCTOJNB30BaHA JUIA  peaiu3alud  yrpo3  0e30MmacHOCTH
uHbOpMaUH

YcToitunBoCcTh MHPOPMAIIUU K HECAHKIIMOHHUPOBAHHOMY WU
Clly4ailHOMYy BO3JEHCTBUI0O Ha Hee B Ipolecce 00paboTKu
TEXHUYECKHMHU CPEJICTBAMH, PE3YJIbTaTOM KOTOPOTO MOXKET
OBITh YHUUYTOXKCHUE U UCKKEHHE HHPOPMAIHU



OBO3HAYEHUSA U COKPALLIEHUA

TOCTP — Tl'ocynapctBenHsblit ctangapt Poccuiickoit @enepanuu

[TonuTuka — Ilonutuka uHpoOpmanroHHONM Oe3omacHocTH ['ocynapcTBEHHOTO
OI0/DKETHOTO  00I1e00pa30oBaTEIbHOTO  YUPEXKACHHUS  CPEeIHSSA
obmeoOpazoBatenbHas mkosia Ne531 KpacHorBaperickoro paiioHa
Cankr- IletepOypra

I'BOY mkona Ne531 ['ocynapcTBeHHOE OFO/IKETHOE 00IIe00pa30BaTeIbHOE YUPEIKICHUE
Kpacunorsapzeiickoro cpenusis obmieoOpazoBarenpHas mkona Ne531 KpacHorBapaeickoro
paitona Cankt- paiiona Cankr-IlerepOypra

[lerepOypra

®OCB Poccun — QenepanbHas ciryx0a 6e3omacHoctr Poccutickoii deneparuun

oy - OOpa3zoBarenbHOE YUpEKICHUE

OCTIK Poccun — denepanpHas ciyx0a M0 TEXHUYECKOMY H SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME INOJOKEHUA

Hactosmas Ilonutuka sBIAsSeTCS TOKYMEHTOM, OMNPEICNAIONIUM HAMpaBiIeHUS esSTeNIbHOCTH
B obmactu oOecniedueHus WHPOPMAIMOHHON  O€30MaCHOCTH W NPEACTABISIET  COOOM
CUCTEMAaTHU3UPOBAHHOE M3JIOKEHHE 1ieiel 1 3a/1a4 HHPOPMallMOHHON 0€30MacHOCTH, KaK OJTHO WU
HECKOJIBKO TMPaBWI, TPOIEAYpP, MPAKTHYCCKUX TMPUEMOB M PYKOBOISIIUX MPUHITUIIOB, KOTOPHIMH
pykoBojcTByercss ['ocymapcTBeHHOe OrO/KETHOE O0O0LIe00pa30BaTEIbHOE YUPEKACHUE CPEIHSS
obmeoOpaszoBarenpHas mkoia NeS31 KpacHorBappeiickoro paiiona Cankt-IlerepOypra (mamee —
I'bOY mikona Ne531 KpacHorsapaeiickoro paiiona Cankr-IlerepOypra), a Takske opraHu3allMOHHBIX,
TEXHOJOTHYECKHUX U MPOIETyPHBIX aCIIEKTOB 00ecIeueHs] HHPOPMAIIMOHHON 0€30IacHOCTH.

[Tonoxxenuss  Hactosmiedr  [lonmuTWKM  HE  pacHpoOCTpaHSIOTCS HA  oOecreueHue
MH(POPMAIIMOHHOM 0€30MaCHOCTH CBEACHUHN, COCTABIISIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOH 3amaueii B oOsactu wHPopManuoHHOH Oe3zonmacHocTH ['BOY mikoma Ne531
Kpacnorsappueiickoro paitona Cankrt-IletepOypra npu3HaeT COBEPIIEHCTBOBAHUE MEP M CPEICTB
obOecrieueHrss 3amuThl  WHpoOpManuu wWHGOpPMANMOHHBIX pecypcoB [BOY mkoma Ne531
KpacnorBapueiickoro paiiona Cankr-lIlerepOypra B KOHTEKCTE pa3BUTHS 3aKOHOJATEIHCTBA
Poccuiickoit denepanuu 1 HOPM pEryNHpoOBaHUsT HHGOPMAIMOHHON ACATEIHPHOCTH B TEKYIIHUX
YCIOBHSX (PYHKIMOHUPOBAHHS HH(OPMAITMOHHOTO TTOJIS.

[Tpu pazpabotke [ToMUTUKN YyYUTHIBAIUCH OCHOBHBIE MPUHIIUIIBI CO3JJAHUS CUCTEM 3alllUTHI
nHpOpMAINY, XapaKTEPUCTUKH W BO3MOXXKHOCTH  OPTaHM3ALMOHHO-TEXHUYECKHX  Mep U
COBPEMEHHBIX MPOTPAMMHBIX H alMapaTHO-IPOTPAMMHBIX CPECTB 3aIIUTHl HHPOPMAIIIH.

B pamkax cBoeli nestensHocty I'BOY mikona Ne531 KpacHorBapaelickoro paitona CaHKT-
[TerepOypra 06s3yeTcst NpeAIPUHUMATE BCE BO3MOXKHBIE MEPBI IS 3aIUTH HHPOPMAIIMH OT YTPo3
6e30macHOCTH HHPOPMALIUH.

TpeboBanust HHPOPMAIIMOHHOM 6€30MaCHOCTH, COOTBETCTBYIOT LeNsiM JiestenbHocTu [ BOY
mikosia Ne531 Kpacnorsapaeiickoro paitona Cankt-IlerepOypra u npeaHa3HadeHbl JJi11 CHUKCHHUS
PHUCKOB, CBSI3aHHBIX C peanu3alei yrpo3 0e3onacHoctd HHGOpMaIuu.

[Tonutuka nocrynHa Bcem padoraukam ['bOY mkona Ne531 KpacHorBapaeiickoro paiiona
Cankrt- [leTepOypra u BceM MOJIb30BATENSM €r0 PECYPCOB.

2 IEJIA U 3AJJAYM OBECIIEYEHUS HTHO®OPMAIIMOHHOMN BE3OIMACHOCTH

Cy0bexTbl HHGOPMALMOHHBIN OTHOIIEHU I

CyOnektamu nipu obecrieuennu mHpopmarmonHoit 0e3omacHoctd B ['BOY mkoma No531
Kpacnorsapneiickoro paiiona Cankr-IlerepOypra sBistoTCS:

Otaensl anmuaucTpanuu [Ipumopckoro paiiona;

pabotHuku I'BOY mkona Ne531 KpacnorBapaeiickoro paitona Cankr-IlerepOypra (B Tom
YlCJI€ YBOJIEHHBIE);

rpaxjaHe, paboTarolye 1Mo J0roBopaM rpakJaHCKO-TIPaBOBOIO XapaKkTepa;

¢usnueckue nuIa, MPeICTaBUTENIM KOHTPAreHTOB B paMKax MCIIOJIHEHHUS JIOTOBOPHBIX
00s13aTeNIbCTB;

dusndeckue nuia, noaasiue odpamenue B aapec [ BOY mikoma Ne531 KpacnorBapaerickoro
paifona Cankr-IlerepOypra;

IOpUAMYECKHE JIMIIA, B PAMKaX UCIOJHEHUS I0TOBOPHBIX 00513aTENbCTB WM BO UCIIOJTHEHUN
TpeOOBaHMIT CO CTOPOHBI 3aKOHOaTeNbcTBa Poccuiickoit deneparny;

Oprasbl rOCYJapCTBEHHOM BIIACTH.

O0bexThl HHPOPMALMOHHBIX OTHOLICHHU I

O6bexTamu HTHPOPMALTMOHHBIX OTHOIICHUH SIBISIOTCS:

uHpopmanmonnsie pecypesl [BOY mkona Ne531 KpacnorBapaeiickoro paitona CaHKT-

[TeTepOypra ; rocyaapcTBeHHbIE HH(DOPMAITMOHHBIE cCCTeMbI OnepaTopoM KOTOPBIX SIBISETCS
I'BOY mikomna Ne531 KpacHorBapaeiickoro paiiona Cankt-IlerepOypra;

nporeccel 00paboTku uHbopmaruu B uHopmarmoHHBIX cuctemax ['BOY mkoma Ne531
Kpacnorsapneiickoro paiiona Cankrt-IlerepOypra , ”HQOpMAaLMOHHBIE TEXHOJIOTHH, PETJIAMEHTHI U
nporeaypsl coopa, 00pabOTKH, XpaHEHUS U Tiepenadn nHopMaIuu;

uHpOpMallMOHHAs HMH(paAcTpyKTypa, BKIIOYAIOIIAs CHCTEMbl OOpabOTKH, XpaHEHHS
U aHaln3a nH(OopMaluy, MPOrpaMMHbIE U IIPOTPaMMHO-aNapaTHbIE CPEICTBA, B TOM YHCIIE KaHAJIbI



CBA3U U TCIICKOMMYHUKAIIUU
CHCTEMBI M CPEJICTBA 3aIIUThI HH(POPMAIH, 00BEKTHI U IIOMEIICHHUS, B KOTOPBIX Pa3MELICHbI
cpeacTBa 00paboTKK UHPOPMALIUH.

Hean o6ecnevyenuss HHPOPMALMOHHOH 0€30MACHOCTH

OcHoBHOII 1enbi0 oOecrieuenust uHpopmarmonHon OezonmacHoctn I'BOY mkoma Ne5S31
Kpacnorsapaeiickoro paiiona Cankt-IlerepOypra sSBISIOTCS ACHCTBUS HAMPaBIEHbI HA JTOCTHIKEHUE
3alIUThl CyOBEKTOB HH(POPMAITMOHHBIX OTHOIICHUN OT BO3MOKHOTO HAHECEHHUSI UM MaTepHaJIbHOTO,
(bu3n4ecKoro, MOpajabHOI0 WJIM MHOTrO yuiepOa, MOCPEACTBOM CIy4ailHOro WM MpeIHaMEepEeHHOIro
BO3/CHCTBUS HA MH(POPMALIMIO, B TOM YHUCIIE:

o0ecrieyeHus OTKa30yCTOMYMBOrOo (YHKLHMOHHUPOBAHUS IPOrpaMMHBIX M  amllapaTHO-
nporpammHubix cpeactB 'BOY mkona Ne531 KpacHorapaeiickoro paiiona Cankt-IlerepOypra u
IIPEIOCTABIIIEMBIX CEPBHUCOB;

cOONIIO/IEeHHsI MIPaBOBOTO PEKMMa HCIOJIb30BAHMS MAacCUBOB M CpPEACTB  00pabOTKU
nHpopmanmu;

NpPEOTBPALICHNUS pean3aluu yrpo3 0e30macHOCTH HMH(OPMAIMHM TPU OCYIIECTBICHUHU
nesteapHocTH ['BOY mikona Ne531 KpacHorsapaeiickoro paitona Cankr-IlerepOypra .

3anauu odecnieyeHuss UHGOPMANMOHHOM 0€30MIACHOCTH

JocTixenue neneit odecriedeHnss THPOPMaLMOHHONW O€30IIaCHOCTH U CBOMCTB MH(pOpMAIIHH,
I'BOY mkomna Ne531 KpacnorBapaeiickoro paitona Cankt-IlerepOypra periaercs cieayronuMu
3aJjauamMu:

3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JI0CTYNa K MH(POPMALIMOHHBIM peCypcam;

pasrpaHUueHHsI IOCTYIa IOJIb30BaTeNel K MHPOPMAMOHHBIM, alllapaTHbIM, TPOrPaMMHBIM
U UHBIM pecypcaM;

perucTpalvy M HEpUOJUUECKOro KOHTPOJIs AECUCTBUI mojb3oBarened mnpu oOpaboTke
3anuiaeMoil HHGopMaIy U NepUOJUUECKUI KOHTPOJIb KOPPEKTHOCTU MX JEHCTBHIA;

KOHTPOJISI LIEJIOCTHOCTU CpeAbl MCIONHEHUS NPOrpaMM M €€ BOCCTaHOBJIEHUE B Cilydae
HapyILIEHUS;

oOecrieyeHns ayTeHTH(PUKAIMKM ¥ WIACHTU(UKAIMH I[OJIb30BATENe,  YJacTBYIOIIUX B
MH(}OPMALIMOHHOM OOMEHE;

o0ecreyeHnss UCHPABHOCTH TNPUMEHsEeMbIX B HH(opManmoHHbIX cuctemax ' BOY mkona
Ne531 Kpacnorapaetickoro paiiona Cankr-IlerepOypra cpencts 3auThl HH()OPMALINN;

CBOEBPEMEHHOI'O BBISBJICHHE MCTOYHUKOB YIrpo3 O€30MacHOCTH HWHGPOPMALUHU, NPUYUH U
YCIIOBUH, CIIOCOOCTBYIOIIMX HAHECEHUIO YIlepOa 3auHTEPECOBAHHBIM CyOBEKTaM MH(POPMAIIMOHHBIX
OTHOIIICHUH;

CO3/IaHUEM CIIy>KObl MOHUTOPHMHIA U pearupoBaHMs Ha Yrpo3bl 0€30MacHOCTH MH(OpMaIUH
Y HETaTUBHBIE MOCIE/ICTBUS;

CO3JIaHUEM YCIIOBHMH JIIs1 MUHUMHU3aIllMM HAHOCUMOTO yIiepOa HempaBOMEPHBIMHU JAEHCTBUAMH,
U yCTpaHEHHue MOoCJeICTBUI HapylmeHus uHpopManmonHoi 6ezonacHoctu B 'BOY mkoma Ne531
Kpacnorsapnaetickoro paitona Cankr-IletepOypra.

Pemenne BeimenepeuncieHHbix 3agad B 'bOY mkoma Ne531 KpacHorsapaeiickoro paiioHa
Cankr- [letepOypra ocyIiecTBIseTCs IOCPEACTBOM:

yudeTa BceX MOJJIeKalINX 3aluiuTe HH(HOPMAalOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JIEHCTBUIA MEepCcOHala, OCYIIECTBISIONIETO0 00CTyKHUBaHUE U MOAM(DUKALINIO
MIPOrPaMMHBIX U IPOrpaMMHO-aIMapaTHBIX CPEICTB HH(OPMALIMOHHBIX CUCTEM;

perjJamMeHTalnuy mpoueccoB 00padboTku nHpopmanuu, aerdctBuil padotHukoB I'bBOY mikomna
Ne531 KpacnorBapaeiickoro paiiona Cankt-IletepOypra, OCYyIIECTBISIOIMMX HKCIUTyaTaIHIO
MIPOrpaMMHBIX U MPOTrpaMMHO-ANNapaTHBIX CPEICTB, HA OCHOBE YTBEP)KIEHHBIX OpraHU3al[MOHHO-
pacropsIUTeIbHBIX JOKYMEHTOB I10 3aIluTe WH(OpMAIIUH;

Ha3HAYEHUS U MOJArOTOBKON pabOTHUKOB, OTBETCTBEHHBIX 32 OPraHMU3AlMIO U OCYIIECTBICHHE
MeponpHusATH 1o obecrneueHuto HHPopManuoHHoi Oe3omacHocty B ['BOY mkoma Ne531
Kpacnorsapneiickoro paiiona Cankr-IlerepOypra;

HaJENeHUs] KaX/J0ro pabOTHUKA MHUHUMAIbHO HEOOXOIMMBIMU TIpaBaMH TpU padote B
MH(OPMALMOHHOM HH(PPACTPYKTYPE COTIACHO UX JOKHOCTHBIM 0053aHHOCTSIM;

COOJTIOJIEHHS] BCEMH Pa0OTHUKAMHU, SKCILTyaTHPYIOIIUMHU U 00CTYKMBAIOIUMH ITPOTPaMMHBIE
U IporpaMMHO-alnapaTHblE  CPEACTBA, TPeOOBaHUH  OPraHM3ALMOHHO-PACHOPSIUTEIBHBIX



JOKYMEHTOB I10 BOIIpOocaM o0ecriedeHust HHPOPMaIMOHHOM 0€301MacHOCTH;

MEPCOHATBHON OTBETCTBEHHOCTBHIO KAXKIOTO PabOTHHKA 32 CBOM ACHCTBHS, YYaCTBYIOIIETO B
paMKax CBOMX (PYHKITMOHAJIBHBIX OOS3aHHOCTEH B MpoIleccax aBTOMATH3WPOBAHHOM 0O0pabOTKH
nH(OPMAIIUY U UMEIOIIETO JOCTYI K pecypcaM HHPOPMAITHOHHBIX CUCTEM;

peanu3anyell TEXHOJIOTHYECKUX IIPOLECCOB OOpabOTKM HMH(POPMALMU C HCIHOIH30BAHUEM
KOMIUIEKCOB ~ OPTaHM3allMOHHO-TEXHUYECKHX MEp 3allUThl MPOTPaMMHOIO  OOECIIeYCHHS,
MIPOrpaMMHO-AIIaPaTHBIX CPEICTB;

HOPUHATHS MEP 10 00eCTIeYeHNIO (PU3NIECKOI [IEIIOCTHOCTH MPOTPaMMHO-ANIAPATHBIX CPEICTB
MH(OPMALIMOHHBIX CUCTEM U MOJAJIEPKaHuEM HEOOXOAUMOr0 YPOBHS 3aIIMIIEHHOCTH KOMIIOHEHTOB;

WCIOJIb30BaHUS MPOTPAMMHBIX M MPOTPAMMHO-AMIIAPATHBIX CPEACTB 3aIIUTHI WH(GOPMAIIUN
obpabareiBacMom B ['BOY mkoma Ne531 KpacHorBapueiickoro paiiona Cankr-IlerepOypra u
aJIMUHUCTPATUBHON MOJIEPKKOU UX UCIIOJIb30BAHUS;

KOHTpOJII ~ COONIOJCHUS  TONIB30BATENSIMH  MH(POPMAIIMOHHBIX ~ CHCTEM  TpeOOBaHMIA
o obecreueHno NHPOPMAITMOHHOHN 0€30MacHOCTH;

npoBeJeHus aHanu3a 3(p(GHEeKTUBHOCTH MPUHATHIX MEp 3alIUThl HHOPMAIIUU U IPUMEHIEMbBIX
cpencts 3amuThl nHGopMmaruu B 'BOY mkona Ne531 KpacHorsapaeiickoro paiiona CaHKT-
[TerepOypra;

pa3pabOTKM U pealu3aldd MNPEJIOKEHUH 10 COBEPIICHCTBOBAHMIO CUCTEM  3allIUTHI
nnpopmanuu B [BOY mkoma Ne531 Kpacuorsapaeiickoro paiiona Cankr-IlerepOypra.

3 TPUHIMIIBI OBECIIEYEHUS THO®OPMAIIMOHHOMN BE3OIMACHOCTH

Obecneuenne HHPOPMAMOHHOHN OE30MACHOCTH, OJKHO OCYIIECTBISATHCS B COOTBETCTBHH CO
CJICAYIOIIMMU OCHOBHBIMH ITPUHLIUIIAMM:

I[puHOMN 32aKOHHOCTH

[Tpu BBIOOpE MEpONPHUATHH MO 3ammuTe WHPOPMAINHU, JODKHO COONIOIAThCs JIeHCTBYIOMIEe
3akoHoJaTenbcTBO Poccuiickoit denepanyu B cdepe 3auThl HHPOPMALIUH.

Bce paboTHUKHM JODKHBI MMETh NPEACTaBICHHE 00 OTBETCTBEHHOCTH 32 MPABOHAPYIICHUS
B c(epe 3amuTel nHGOpMaruu. [IporpaMMHo-annapaTHble cpeacTBa, npuMensemsie B 'BOY mkona
Ne531 KpacnorBapaeiickoro paifona Canxt-lIlerepOypra, JOKHBI HMETh COOTBETCTBYIOIIME
JMIEH3UH, O(QULHMAIBHO MPHOOpeTaThes y MpencTaBUTeNel pa3pabOTUMKOB 3THUX CPEICTB HIIU
SIBJISITBCSL MHTEJUIEKTyalibHOM coOcTBeHHOCThIO [ BOY mikoma Ne531 KpacHorBapaerickoro paiioHa
Cankr- [letepOypra .

IIpuHIUI CHCTEMHOCTH

[Tpu co3aHuu CUCTEMBI 3alIUTHI TOJKHBI YUUTHIBATHCS aKTyallbHbIE YIpO3bl O€30MaCHOCTH
uHbOpMaluY, BO3MOXHbBIE OOBEKTbl M HAIpaBJIEHHs aTak Ha Hee CO CTOPOHBI HapyIIUTeNeH.
Cucrema 3a1uThl 10JKHA CTPOUTHCS C YIETOM HE TOJIBKO M3BECTHBIX KaHAJIOB YTEUKH HH(pOpMaLny,
HO U C YUY€TOM BO3MOKHOCTH IOSIBIICHHS HOBBIX YSI3BUMOCTEH B TPOrpaMMHOM 00€CIICUeHHH.

IIpyHIMI KOMIIIEKCHOCTH

KommiekcHoe Mcronb30BaHie CPECTB 3alUThl MH(QOpMAIMK MpeanoaraeT CorjlaCOBaHHOE
MIPUMEHEHNE TPU MOCTPOSHUH LETOCTHOW CUCTEMBI 3alllUThI, IEPEKPHIBAIOIIEH BCE CYLIECTBEHHBIE
yrpo3bl 6e3omacHOCTH HMH(pOpMaIMK. 3aluTa J0JKHA CTPOUTHCS 3lIeoHHpoBaHO. Pusndeckas
3aluTa JI0JKHA 00ecneunBaThesl (U3MYECKUMU CPECTBAMHU M OPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHnu, BHEAPEHUN U SKCIUTyaTallud CUCTEMBbI 3alIUThl HHPOPMAIIMK PYKOBOJICTBO
I'BOY mixona Ne531 KpacuorBapaeiickoro paiiona Cankr-IlerepOypra oOecrieunBaeT ycIoBHs JUIs
3¢ (eKTUBHON KOOpAMHALMK JEUCTBUH BCeX JIMI, OOECHEeUMBAOMUX HH(OPMALUOHHYIO
0€3011aCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3zpaboTka cuctembl 3amuThl HHGOPMAIMU JOJDKHA BECTHCH MapajulesIbHO C pa3paboTKoM
U UHPOPMALMOHHOM CHUCTeMbl. OTO TO3BOJMT Y4ecTb TpeOoBaHMS O€30MaCHOCTH MPH
MIPOEKTUPOBAHUM apXUTEKTypbl M, B KOHEYHOM cuere, co3aaTh Oosnee 3¢ddeKTHUBHBIE
MH(pOPMAIMOHHbBIE CUCTEMBI, 00J1aJJal0IKe TOCTATOYHBIM YPOBHEM 3alUIIEHHOCTH.

IIpuHIUN IpeeMCTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAHME MEpP M CPEACTB 3allUThl MH(MOpPMAIMM Ha OCHOBE
MIPEEeMCTBEHHOCTH OPTraHU3alMOHHBIX M TEXHUYECKUX PpEeUIeHHH, KaJpoBOTO COCTaBa, aHaIu3a
(GYHKIMOHUPOBAaHUS MH(DOPMAIIMOHHBIX CHCTEM M CHUCTEMbI €€ 3alllUThl C y4eTOM H3MEHEHUH



B METOJaX M CpeAcTBaXx ImepexBara HH(OpMAIMHM, HOPMATHBHBIX TpPeOOBaHMW 10 3alIUTE
nHpopManmm.

IIpyuHUMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaTr Ha obecnieueHre HHPOPMAITMOHHON 0€30MaCHOCTH U IEHHOCTH
MH(OPMAIIMOHHBIX PECYPCOB HA BETMYMHY BO3MOXKHOTO yIepOa OT MX pasrilalleHus], yHUUTOKESHUS
U HUCKaxeHHs. Vcronb3yeMble Mephl M CPEACTBA 3aIIUThl MH(OpMAIMKM HE JOJDKHBI YXYAIIATh
HProHOMHYECKHE ITOKa3aTeI KOMIOHEHTOB HH(POPMAIIMOHHBIX CUCTEM.

I[IpuHUUN 0TBETCTBEHHOCTH

Bosznoxenue 0TBETCTBEHHOCTH 3a o0ecrieueHne 6e30nacHOCTH HH(OpMaluu U ee 00paboTKu
Ha KaXJ0TO PabOTHUKA B TpeEAeiax €ro IMOJHOMOYMH. B COOTBETCTBMM C 3TUM NPHUHIUIIOM
pacnpeziesieHue mpaB U OO0S3aHHOCTEH PaOOTHHUKOB CTPOMUTCS TaKUM 00pa3oM, 4YTOOBI B Cilydae
T000T0 HApyYIIEHUs ObLT U3BECTEH HAPYIIUTEb.

IpuHOMI 000CHOBAHHOCTH U TEXHUYECKOI pean3yeMocTH

WNudopMannoHHbIE TEXHOJIOTHH, IPOTPAMMHBIE U IMPOTPAaMMHO-AINIAPATHBIE CPEICTBA, MEPHI
3aIUThl UTHPOPMAIMK JOKHBI OBITH pEaln30BaHbI [0 COBPEMEHHBIM PELICHUSM, 000CHOBAHBI C
TOYKH 3pEHHs JTOCTHKCHHUS 33JaHHOTO YPOBHS 3alIUIIEHHOCTH HH(OPMAIMM M SKOHOMHYECKOM
1enecoo0pa3HOCTH, a TaKkKe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM U TpeOOBaHUSM
1o 6e30MacHOCTH WH(HOPMAIIHH.

IMpunun npodeccnonaan3zMa

Peammzanus mep 3amuThl MHOOPMAIMM M OKCIUTyaTallMs CPEICTB 3alIUTHl WHPOpPMALUU
JIOJKHA OCYIIECTBIATHCA MPO(eCcCHOHATBHBIMY CIIEUATHCTAMU.

[IpuBneueHne crienUuaIn3POBAHHBIX OpPraHU3aMK K Pa3pabOTKe CPEACTB M pean3alud Mep
3alUThl UHPOPMAIMH, MOArOTOBIEHHBIX K KOHKPETHOMY BHUAY JEATEIBHOCTH MO OOECHEUEHUIO
0€30MacHOCTH MH(POPMAIMOHHBIX PECYPCOB, UMEIOIINX OTBIT MPAKTUYECKON pabOTHI U INIICH3UH Ha
MIPaBO OKa3aHUS YCIYT B 3TOU 00JIacCTH.

[IpuHUKMN MUHUMH3AUMU NPUBUJIET Wil I0JIb30BaTeJIei

ObecrnieueHne MoJIb30BaTeNei MPUBUIETUSIMU MUHUMAJIBHO JOCTATOYHBIMU JJISl BBIITOJHEHUS
MMH CBOUX JOJDKHOCTHBIX oOsi3anHOocTeld B ['BOY mikoma Ne531 KpacHorBapaeiickoro paiioHa
Cankr- [letepOypra .

4  OCHOBHBIE TPEBOBAHNS 110 BAINMTE UH®OPMALIMN
OT'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammThl MH(QOPMAIMKM JIOJDKHA MpPEAycMaTpUBaTh KOMIUIEKC OpIraHU3allMOHHBIX,
MIPOrpaMMHBIX M MPOTrPaMMHO-AINIAPATHBIX CPEACTB U MEp MO 3aluTe MHPOpMAIUU B IpolEecce
ee 00paboTKH.

BoinonHnenue TpeGoBaHMI TOCTUraeTCs 3a CUET pean3allii Ha 00beKTax MH(pOpMaTU3aluu
Mep MO 3aluTe HHPOPMALIUU:

UACHTU(PUKAIIMY U ayTeHTU(PHUKALMU CyOBEKTOB 10CTYyIa U 00BEKTOB JIOCTYIA;

YIIPaBJIEHUIO I0CTYIIOM CYOBEKTOB JOCTYIA K 00BbEKTaM JI0CTYIIa;

OTpaHUYEHUIO TPOrPaMMHOM Cpeibl;

3alUTe MAIMHHBIX HOCUTEJIEH EPCOHATBHBIX 1aHHBIX;

PETHCTpalNK COOBITHIA O€30TTaCHOCTH;

AQHTUBHUPYCHOH 3aIlNTE;

0OHApY>KEHHIO BTOPKEHUMH;

KOHTPOJTIO (aHAJIN3Y) 3aIUIIEHHOCTH MEPCOHATIBHBIX JIaHHBIX;

00€CTeYeHHIO [IEIOCTHOCTH UH(OPMAIIMOHHON CUCTEMBI U TEPCOHATIBHBIX JAHHBIX;

00ecnevyeHnI0 TOCTYTHOCTH EPCOHANIbHBIX JaHHbIX;

3aIUTHI CPe/Ibl BUPTYaIU3aluu;

3alIATHl TEXHUYECKUX CPEJICTB;

3alIUTHl HH(OPMAIIMOHHOMN CUCTEMBI, €€ CPECTB, CUCTEM CBSA3H U Nepeauu JaHHbIX;

BBISIBIICHUIO HHITUICHTOB U pearnpoBaHie Ha HUX;

yIpaBJIEHUIO KOHUTypalrei nHHOPMaIIMOHHON CUCTEMBI U CUCTEMBI 3aIUThI IEPCOHATIBHBIX
JTAHHBIX.



I'BOY mxonma Ne531 KpacnorBapzeiickoro paiiona Cankr-IlerepOypra, kak  obnagarens
nH(GOpMaLUU OrPaHUYEHHOI'0 10CTYIIA, IPU OCYLIECTBICHUN CBOUX NIPaB 00s3aHO:

co0JII01aTh MpaBa U 3aKOHHbBIE HHTEPECHl HHBIX JIMIL;

IPUHUMATh HEOOXOJMMBbIE MEPBI T10 3aIIUTe UH(pOpMaIHH;

OrpaHMYMBATH  JOCTYl K HUHpOpMalMu, eciu Takas OOf3aHHOCTb  YCTaHOBJICHA
3akoHo aTesbecTBOM Poccuiickoit deneparum.

B tom uncne 'BOY mkona Ne531 KpacuorBapaeiickoro paiiona Cankr-IlerepOypra, BripaBe
€CJIM MHOE HE MPElyCMOTPEHO 3aKOHOAaTEIhLCTBOM Poccuiickoit denepanuu:

pasperiaTh Wik OTPaHUYMBATh JOCTYI K HH(POPMAINH, OTIPEACIATH MOPSAIOK U YCIOBHS TAKOTO
JOCTYIIa;

UCIIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSITh €€, 10 CBOEMY YCMOTPEHHIO;

neperaBarb HMHGOPMALMIO JPYTMM JIMLAM HA YCTAaHOBJIEHHOM  3aKOHOJATEIbCTBOM
Pocculickoit @enepanyivi OCHOBaHUY;

3alMIaTh YCTAaHOBJICHHBIMM 3aKoHOJATenbCcTBOM Poccuiickoit denepanuu cnocodaMu cBOM
IpaBa B CIy4ae HE3aKOHHOTO MOMyYeHUs HHPOPMALIMHU HITH €€ HE3aKOHHOTO HCII0JIb30BAaHMS HHBIMU
JHLaMU;

OCYILECTBIISITh MHBIE JACUCTBUS € HMH(OpPMAIMed WM pa3pemaTbh OCYIIECTBICHUE TaKUX
JeUCTBUH, €Cliu 3TH ACUCTBUS HE MpOTHBOpeyar ¢enepaabHbIM 3aKOHAM U IPYTUM HOpPMaTHBHO-
npaBoBbIM akTaM Poccuniickoit denepanumn.

3amuTta MHQOpMALMU  OTPAaHMYEHHOIO  JOCTyNA HPEeACTaBIsieT  Cco00M  mpHUHATHE
OpPraHMU3aIMOHHBIX U TEXHUUYECKUX MEP, HAIPaBJIEHHBIX Ha:

coOuto/ieHre KOH(UACHIMAIBHOCTH MHPOpPMaLUU (MCKIIIOUYEHUE HEPaBOMEPHOI0 JOCTYIa,
KOIMPOBAHUS, IPEOCTABIICHUS WIIA PACIIPOCTPAHEHUSI HH()OPMAIIHH);

o0ecrieyeHue 1eI0CTHOCTH HH(popMauK (MCKIIOUEHHE HEMPAaBOMEPHOTO YHUYTOXKECHUS
WA MOTU(PHUIMPOBAHUS HH(DOPMAIUH);

peanu3almio rpaBa Ha JOCTYI K MH(pOpMaIuK (MCKIIOUeHHE HEPaBOMEPHOI0 OJI0KUPOBAaHUS
uHpOpMAIHN).

CpencTBa 3amiuThl HH(GOPMALMK BHEPSAIOTCS MO Pe3ysbTaTaM IPOBEACHUS OLIEHKH PUCKOB
MH(POPMAIIMOHHOHN 0€30MaCHOCTH.

Opranusanus 3a1uThl HHGOPpMALUHT

[Tpu opranuzammu B 'BOY mikona Ne531 Kpacnorsapaeiickoro paitona Cankt-IlerepOypra
3alIUThl UH(OPMAIIMH, JOJKHBI BBITOIHATHCS TpeOoBaHus PenepanbHoro 3akoHa ot 27.07.2006 Ne
149-@3
«O6 wuHpopmanuu, WHPOPMALMOHHBIX TEXHOJOTUAX M O 3alMre HHGPOpMALMU», KOTOpHIE
PETryJIUPYIOT OTHOILIEHUS, CBSI3aHHBIE C YCTAHOBJIEHWEM, U3MEHEHHEM U IMPEKPALEHHUEM pexXUMa
0o0paboTku 3amuiaemMoid uHpopmaruu. B Tom uncie TpebGoBaHMs O 3ammTe MHGOPMAIMM, HE
COCTABJISIFONIEH TOCYJAapCTBEHHYIO TaliHY, COAEpKaIEHCs B TOCYJAapPCTBEHHBIX HH(GOPMAIIMOHHBIX
cucremax yrBepxaeHHble npukazom @CTIOK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHUH
TpeOoBaHu# 0 3amuTe HH(OOPMALIUK, HE COCTaBJISIOLIEH TOCyIapCTBEHHYIO TaliHY, coJlepKalieiics
B TOCYIapCTBEHHBIX HH(DOPMAIMOHHBIX CHCTEMax» JJsl TOCYJapCTBEHHBIX HH(OPMAIMOHHBIX
cucteM no kotopbiM ['BOY mkoma Ne531 KpacHorBapaeiickoro paiiona Cankrt-IlerepOypra
asisgercss OnepaTopom.

B T'BOY mkona Ne531 Kpacnorsapaeiickoro paitona Cankt-IlerepOypra moMumo peanu3amnuu
OCHOBHBIX MEp 3aIIUThl HHPOPMALIUU OCYIIECTBISAETCS:

peryinspHas OLEHKa U yIOpaBlieHWE pHUCKaMU HMHQPOPMAIIMOHHOM 0€e30MacHOCTH B
COOTBETCTBHUH C YCTAaHOBJICHHBIMU MPOIIEypaMU B 00JIACTH YIPABJICHUS PUCKAMU;

uHpopMupoBaHue, OOydYeHHe U  TOBblleHHe KBanudukamuu  padotHukoB ['BOY
mkona Ne531 KpacHorBapaeiickoro paiiona Cankrt-IletepObypra B cdepe uHbOpMaMOHHON
0e30IMacHOCTH;

MeToAMYecKass TMOMOIb pabdOTHHUKaAM B Bompocax oOecrneyeHus HHPOPMALUOHHOM
0e30IMacHOCTH;

aHaJIU3 ¥ MOUCK BO3MOXKHOCTEH MO MOBBIIIEHUIO YPOBHS 3aLIUIEHHOCTH WH(POPMAIIH.

Jnst opranmzanuu 3anuthl nHGopmaruu, ['bOY mkona Ne531 KpacHorBapaeiickoro paitona
Cankr- IlerepOypra BrpaBe NIPUMEHATH CPEICTBA U METO/IbI TEXHUUECKOU 3aIIUTHI, IPEANPUHUMATD
JIpyrue, He MPOTUBOpEYallre 3aK0H01aTenbCTBY Poccuiickon @enepannn, Mephl.



B pamkax obOecnieueHus 3amuThl HHPOPMAIUH, B paMKaX TPYAOBBIX OTHOIIEHUH HEOOXOAUMO
03HAaKOMUTbH O]l POCIIHCHh PAOOTHUKOB, TOCTYI KOTOPHIX K MH(POPMAIMK OTPAaHUYEHHOTO JOCTYIIa,
HE0OXOIUM JIJIsl BHIMIOJHEHUS UMU CBOMX JOJKHOCTHBIX OOSI3aHHOCTEH, ¢ mepeuyHeM MH(pOopMaIun
OTpaHUYEHHOTO noctyna, u npuHATEIMU B 'BOY mkoma Ne531 KpacHorsapaerickoro paitona CaHKT-
[lerepOypra Mepamu 3aIUTHl HHPOPMALIUH.

Oc00eHHOCTH 3aIUTHI NEPCOHATbHBIX JAHHBIX

IIpu opranmzanuu ob6padotku B 'BOY mkona Ne531 KpacHorBapaeiickoro paitona CaHKT-
[lerepObypra  mepCcOHANBHBIX  JaHHBIX HEOOXOAMMO  PYKOBOJCTBOBAThCS  TPEOOBAHUSAMHU
denepaibHOTO 3aKOHa oT 27.07.2006 No 152-d3
«O nepCOHANIBHBIX JTAHHBIX ).

[lepeyerr  Mep, BBHINOJIHEHHE  KOTOpBIX  oOecreumBaer [BOY  mkoma  Ne531
Kpacnorsapaetickoro paiiona Cankrt-IletepOypra B kadecTBe oneparopa MepCOHATBHBIX JAHHBIX,
JIOJKEH BKIIOYATh:

HazHadyenne B [BOY mkoma Ne531 KpacuorBapaetickoro paiiona Cankr-IlerepOypra
OTBETCTBEHHOTO 32 OPTaHU3ALNI0 00PaOOTKH MEPCOHATBHBIX TAHHBIX;

pa3paboOTKy JOKYMEHTOB, ONPEACISIONIUNX MPaBUiIa B OTHOIIEHUH 00pabOTKH MEePCOHAIBHBIX
nauHbIX B 'BOY mikona Ne531 KpacHorBapaeiickoro paiiona Cankrt-IlerepOypra , T0KaabHBIX aKTOB
0 BOTIPOCcaM 00pabOTKU MEPCOHAIBHBIX TaHHBIX;

NPUMEHEHUE OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO0 obecrneueHuio 0e30macHOCTH
MEPCOHATBHBIX JAHHBIX B COOTBETCTBHHM cO cTartbeil 19 denepanbnoro 3akona or 27.07.2006
No 152-®3 «O nepcoHalbHBIX TaHHBIXY;

BBIINIOJIHEHHE TPEOOBAHUH 10 COCTABY U COJEPKAHUIO OPTaHU3ALIMOHHBIX U TEXHUYECKUX MEP
o obecrevyeHn0 6e30MacHOCTH MEePCOHANBHBIX JIAaHHBIX MPU WX 00paboTke B MH(OPMALIMOHHBIX
crcTeMax MepCOoHaIbHBIX NJaHHBIX yTBepKAEHHBIX [Ipukazom @CTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBepKJIEHUU COCTaBa U COJIEPKaHUS OPTaHU3AIIMOHHBIX U TEXHHYECKHUX Mep M0 00ECIIeUeHUI0
0€30MaCHOCTH TEPCOHANBHBIX JaHHBIX OpU HX 00paboTke B HMH(MOPMAIMOHHBIX CHCTEMax
MIEPCOHANBHBIX JaHHBIX);

OLICHKY Bp€Ja, KOTOpPBbIM MOXET ObITh NPUYMHEH CYObEKTaM MEepPCOHAIbHBIX JAaHHBIX
B cinyuae HapymeHus DenepanbHoro 3akoHa Ne 152-@3, cooTHOIIEHHE YKa3aHHOTO Bpeaa M
IIPUHUMAEMbIX ONEPATOPOM MEp, HAIPABICHHBIX Ha O0ECIEYEHHE BBIIOJIHEHUS O0S3aHHOCTEH,
npenycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomsieHne pabotHukoB [I'BOY mkoma Ne531 KpachorBapaeiickoro paiioHa CaHKT-
IlerepOypra, HEMOCPEACTBEHHO OCYIIECTBIAIOMUX OOpabOTKY MEpPCOHAIBHBIX JaHHBIX, C
MOJIO)KEHUAMM 3aKOHO1aTeNbeTBa Poccuiickon @eaepaiiuy 0 NepCOHaIbHbBIX JTAHHBIX, B TOM YUCJIE
TpeOOBaHUSAMU K 3aIUTE MEPCOHANBHBIX TAaHHBIX, JOKYMEHTAMU, ONPEICISIONMMUA TpeOOBaHUS
I'BOY mkona Ne531 KpacHorBapaetickoro paifona Cankr-IlerepOypra B oTHOmeHHu o0pabOTKU
MEePCOHANBHBIX JaHHBIX U 00y4eHUe, TPU HEOOXOJUMOCTH, YKa3aHHBIX paOOTHUKOB.

OGecneyeHune 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YaCTHOCTH:

OlpeNieIeHueM YIrpo3 M HapymuTenedl 0e30macHOCTH MEPCOHAJbHBIX  JaHHBIX MPU
ux 00paboTKe B NHYOPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX TaHHBIX;

ONpEACICHUEM YpPOBHS  3allMLICHHOCTH IEPCOHAIBHBIX JIAHHBIX B  COOTBETCTBHH
¢ TpeboBarmsimu [TocranoBienwust [IpaBurenscTBa Poccuiickoit @eneparum ot 01.11.2012 Ne 1119
«O06 yrBepxkAeHUH TpeOOBaHWN K 3allUTe IMEePCOHANBHBIX MAHHBIX MPU UX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHATBHBIX JTaHHBIXY;

INPUMEHEHUEM MPOIIEAIINX B YCTAHOBJIEHHOM IOPSIKE IMPOLEAYPY OLEHKH COOTBETCTBHS
CPEICTB 3alIUThl HHPOPMAIUH;

OIIEHKOW 3(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3aIIUTE MEPCOHATBHBIX JAHHBIX O BBOJA
B AKCIUTyaTaluio HHPOPMAITMOHHON CUCTEMbI IEPCOHATBHBIX TaHHBIX;

BOCCTAaHOBJICHUEM IE€PCOHAIBHBIX JAHHBIX, BCIEICTBUE MOJIYyYEHUsS HECAHKIIMOHUPOBAHHOTO
JIOCTYTIa K HUM;

YCTaHOBJCHHEM TMPaBWJI JOCTylla K TEPCOHAIBHBIM JaHHBIM, 00pabaThIBa€MbIM B
MH(OPMALIMOHHBIX CHUCTEMaxX IMEPCOHANIbHBIX NTaHHBIX, a TaK)Ke OOECHeueHUEM perucTpanuu u
ydeTa BceX JEHCTBUH, COBEPIIAEMBIX C MEPCOHATBHBIMU JAaHHBIMU B WH(OPMAIIMOHHBIX CHCTEMaxX
MIePCOHAIBHBIX TAHHBIX;



KOHTPOJIEM 32 TPUHUMAEMBIMU MEpPaMHU 10 3aIUTE MEPCOHATBHBIX JAHHBIX U ONPEIEICHHOTO
YpOBHS 3aIIMIIEHHOCTH HMH()OPMAIMOHHBIX CHCTEMaxX INEepCOHAIbHBIX JaHHBIX B Ipoliecce ee
JKCILTyaTalUu.

5 OCHOBHBIE TPEBOBAHUS K ITIPOHECCAM OBECIHHEYEHUA
WH®OPMAIIMOHHON BE3OITACHOCTH

MeTtoanueckoe pyKOBOJACTBO, pa3pabOTKy PELICHUH 10 3amuTe HHPOPMALIMHU, COTJIACOBAHUE
BBIOOpA CPENCTB BBIYUCIUTEIHLHOW TEXHUKHU, MPOTPAMMHBIX W MPOTPAMMHO-AMNMAPATHBIX CPEICTB
3amuThl UH(GOPMALMK, OPraHU3alki0 paboT MO BBIABICHUIO BO3MOXKHOCTEH U MpPEryNpekICHUIO
yT€UYKH M CBOWCTB 3amluIIaeMod WH(GOpMALMU, AaTTeCTallui0 OOBEKTOB HH(POpPMATH3AINH
OCYIIECTBJISIOT ~ KOMIIETEHTHBIE  CTPYKTypHble  moapaszaeneHus [BOY  mkoma  Ne531
Kpacnorapnueiickoro paiiona Cankr-IlerepOypra .

duznyeckas 0e30M1aCHOCTH

[IpuHsATHIE OpraHW3alMOHHBIE U TEXHUYECKHE Mephl 1o 3amute noMewmennd ['bOY mkona

Ne531 Kpacnorsapaeiickoro paiiona Cankr-IlerepOypra , cepBepHOT0 1 KOMMYTAIlMOHHOTO
000py/I0BaHus1, aBTOMAaTU3UPOBAHHBIX PAOOYMX MECT MOJIb30BaTeNeii MH(POPMALIMOHHBIX CHUCTEM
'OV mikona
Ne531 Kpacuorapaeiickoro paiiona Cankt-IlerepOypra obecrneuynBaioT peaanu3aluio CieIyronx
Mep TO: pa3TpaHUYCHUIO J0CTymma paboTHUKOB B momerieHusi 'bOY mkoma Ne531
Kpacnorsapaetickoro paiiona  Cankr-IlerepOypra B COOTBETCTBUH C Hux
MIOJTHOMOYHSIMH U JIOJDKHOCTHBIMH

00513aHHOCTSMM;

peructpauuu (akToB BXOAa PaOOTHHUKOB B TMOMEIICHHS B KOTOPBIX BeneTcs oOpaboTka
MIEPCOHATBHBIX JTAHHBIX;

KOHTPOJIMpYeMOMY  mpeObiBaHui0  mocTopoHHux Jmi B [BOY  mxoma  Neb531
Kpacnorsapaelickoro paifona Cankrt-IlerepOypra B momerieHus, B KOTOpbIX BejeTcsi o0paboTka
nH(OpMaLUM OTPAHUYEHHOTO JOCTYyNa M pa3MELIeHbl amnmapaTHble CpeAcTBa MH(OPMAIIMOHHOM
CUCTEMBEI;

OpraHHu3aIy PeXHUMa KOHTPOJIMPYEMOTO BHOCA/BBIHOCA CPeICTB 00paboTKK MHPOpMALIUH.

[Tomemenust [BOY mxona Ne531 KpacHorBapaeiickoro paiiona Cankt-IlerepOypra IomKHBI
OBITH 000PYAOBAHBI AETEKTOPAMH OTHS U JIbIMA, OTHETYIIUTESIMH, CHCTEMaMU KOHTUITTOHUPOBAHHUS
BO3/lyXa, CPEACTBAMU OXPAaHHO-TI0’KapHON CUTHATIU3ALUH.

OcHOBHOE cepBepHOE U KOMMYyTalloHHOe obOopynoBanue ['BOY mkoma Ne531
Kpacnorsapaeiickoro paitona Cankt-IletepOypra M0OKHO OBITH 3aITUIIIEHO OT TIepeboeB B mo1aue
3JIEKTPOIHEPT U ITYTEM MOJIKIFOYEHHUS K JIEKTPOCETH C IPUMEHEHHEM HCTOUYHUKOB OecriepeboitHoro
MUTaHUS. U PE3EepPBHOrO au3elb-reHepaTopa. Mctounuku OecriepeOOWHOro MmuTaHUs HEOOXOIUMO
PETYISApHO TECTUPOBATH U TPOBEPITh YHNOTHOMOYEHHbIM paboTHukam ['BOY mkoma Ne531
KpacnorBapaeiickoro paitona Cankr- Ilerepdypra B COOTBETCTBUHM C PEKOMEHAAIUSMU
MIPOU3BOIUTEIIS.

[TopTaTUBHBIE TEXHUYECKUE CPEJICTBA HE IOJDKHBI OCTaBaThCA 3a MpeAesiaMi KOHTPOIUPYEMO
3ol ['BOY mkona Ne531 KpacuorBappeiickoro paitona Cankrt-IlerepOypra 06e3 KOHTPOJsS CO
cropoHsl paboTHHKOB ' BOY mikomna Ne531 KpacnorBapaeiickoro paitona Cankr-IlerepOypra .

Be3onacHocth Ha paGoyem mMecTe

3amperniaercss BeCTH 3alKch Mapoyied B OTKPHITOM BHJE Ha MaTepUalbHBIX HOCHUTENS, 3a
UCKITIOYEHHEM CITy4aeB, periiaMeHTUPOBAHHBIX METOJOB XPAHEHUS.

JIOKyMEHTBl W HOCHUTENHM C HH(POpPMAIHEH OTPaHMYEHHOTO JOCTyNa JOJDKHBI yOUpaThCs
B oreuaTbiBaeMble MecTa (celidwl, mkadsl W T.I.), OpU yXxoiae ¢ pabouero wmecrta. Ha
aBTOMAaTHU3HpPOBAaHHOM paboueM Mmecte [lomb3oBaTtens pabodas ceccusi JOKHA OBITH TpepBaHa,
pabouunii cton 3abmokupoBaH. Bxox monb3oBaTeNss B CHCTEMY HE JOJKEH BBITOTHATHCS
ABTOMATHYECKH.

JIoKyMeHTBI, colieprkaliie HH(POpMalMIo OrpaHUYEHHOTO I0CTYIA, TOJIKHBI CPa3y U3bIMATHCA
W3 TeyaTalomuX YCTpoWcTB. Jlms yTunm3anuu KOHGUACHIHUAIBHBIX JOKYMEHTOB, JIOJDKHBI
WCIIOJIb30BaThCA YHUUTOXHUTEIN JOKYMEHTOB HE HUXE 4 YpPOBHSA IO CTaHAapTy O€30MacHOCTH,
MPUMEHSIEMOMY K YHUUTOXKHUTEISIM JOKYMEHTOB.

[Ipu wucmonp30BaHMM MOOWJIBHBIX TEXHHMYECKHMX CPEICTB HEOOXOAMMO  COOII0IaTh
JIOTIOJTHUTEIbHBIE MEPHI M0 PErJIAMEHTAIlMd U KOHTPOJIIO HUCIOJB30BaHUS B HMH(OPMAIIMOHHOM
cUCTeME MOOUIIBHBIX TEXHUYECKUX CPEJICTB.

Haxoxnaenune mnpencraBuTenell IOPUANYECKUX JUI[ B paMKaX HCIHOTHEHHS JTOTOBOPHBIX



00513aTeNILCTB B MOMEIIEHHUIX B KOTOPBIX BeAeTcsi 00paboTka MHPOPMALIUU OTPAaHUYEHHOTO JI0CTYIa



MH(OPMAIIMOHHOHN CUCTEMBI, BO3MOXKHO TOJIBKO B conpoBoxkaeHNH padoTHHKa [[BOY mikona Ne531
Kpacnorsapaeiickoro paiiona Cankr-IletepOypra gomyrieHHOTO 10 00pabOTKH Takoi HH(POpMAIIUH.

Pa3mernenne TeXHUYECKUX CPelICTB BhIBoAa MHGopManuu B noMerienusx ' bOY mikona Ne531
KpacnorBapaeiickoro paiiona Cankrt-IlerepOypra mOpou3BOAMTCS C YY4€TOM HMCKIIOUYCHUS
BO3MOKHOCTH BU3YaJbHOTO MPOCMOTpa WH(GOPMAIMKA TOCTOPOHHUMH JMLIAMH U PaOOTHUKAMU, HE
JIOMYILIEHHBIM K paboTe ¢ JaHHOU nH(pOopMaluei.

TexHuuyeckue cpeicTBa I0JKHBI pa3MeIaThCsl U XPAaHUTHCSI TAKUM 00pazoM, YTOObI COKPATHUTh
BO3MO>XKHBIN PUCK IMOBPEKICHHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JJOCTYTIA.

TexHuuyeckoe 00cayKUBaHNE 000PY10BAHMS

Texuuueckue cpenctsa [[bOY mkona Ne531 KpacHorBapaeiickoro paiiona Cankr-IlerepOypra
JOJKHBI MIPOXOJUTh Ha PEryJIspHONM OCHOBE CEpPBUCHOE OOCIY)XMBAaHHE B COOTBETCTBUH C
PEKOMEHIALUSIMH IPOU3BOANUTENEH 000PYAOBAHMUSL.

PeMoHT u cepBucHOe 0OcIyKMBaHUE OOOPYIOBaHUS JOJIKHBI BBIMOJIHATHCS TOJBKO
KBaJIM(UIUPOBAHHBIMU CIIEHUAINCTAMH.

TexHuueckoe oOCITyXHBaHHE OOOpPYIOBAaHUS CTOPOHHUMH OpraHH3alMsIMH HE JOJIKHO
MPUBOAMTH K PUCKY HAPYIICHNUS KOHPHUICHIIMAIHLHOCTH 3alIUIAeMO HH(OpMAIIHH.

B3aumopeiicTBHe ¢ TPeTbUMH JIMIAMHA

B memsx obecneuenuss wuHpopmammoHHOW Oe3omacHoctn [BOY  mkoma  Ne531
Kpacnorapaelickoro paifona Cankrt-IlerepOypra mnpu B3aMMOAEMCTBUM C TPETbUMHU JIHIIAMU
JIOJDKHO BBINOJIHATH CIEAYIOLIUE MEPONIPUATHUS 110:

3aKJIFOYCHHUIO COTJIALICHHST O HepasMJIalleHud WHGOpMAIMM OTPaHUYEHHOTO JOCTYIa
MIOJIyYEHHOH B X0/ HCHIOJIHEHHUS JOTOBOPHBIX 0053aTENIbCTB;

OCYILIECTBJICHUIO KOHTPOJS 3a JEWUCTBUSMHU IPEACTABUTEIEH KOHTPAareHTOB B IIpelesiax
koHTponupyemoit 30861 ' BOY mkona Ne531 KpacnorBapaeiickoro paitona Cankt-IlerepOypra .

YnpasieHue )KU3HEHHBIM HUKJIOM HH(POPMALMOHHBIX CHCTEM

MepomnpusTas B Iporecce )XHU3HEHHOTO IUKIa nHpopMmanroHHbIX cructeM [’ BOY mkona Ne531
Kpacnorsapneiickoro paiiona Cankr-IlerepOypra 1o/KHBI OBITh HalpaBieHbl Ha oOecriedeHue
3aIUThl UHPOPMALMU TIPU BBOJAE B JEMCTBUE, IKCILTyaTallMH, COTIPOBOXKICHUH U MOJCPHHU3AIINH,
BBIBOJIAa U3 KCILTyaTal1H.

OcHoBaHMeM Tpu pPa3pabOTKe HHPOPMAIMOHHBIX CHUCTEM JIOJKHBI SIBIATHCS pEIICHUS
NPUHATBIE Ha cTaauu (opMupoBaHUs TpeOOBaHMM, coiepxaliue TpeOOBaHMS B TOM YHCIE 110
CUCTEME 3alUThl HH(OPMALIUH.

JIro6oe niuaHupyemMoe K BHEAPEHUIO H3MEHEHHE NH(POPMALIMOHHOM CUCTEMBI PEIBAPUTEIBHO
JNOJDKHO ~ OBITh  IPOAHAJM3MPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyUICHHM
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEACTB 3alUThl HH(POPMAIUH.

PabGotel mo MopepHuzauuu WHGOPMALMOHHOW CHUCTEMBI, B TOM 4YHCJIE IO YCTaHOBKE
IIPOrpaMMHOTr0 oOecrieyeHns: 1 OOHOBJICHUH, JOJKHBI IPOBOJUTHCS B Hepabouee BpeMsl I BpeMs
HaWMEHbIIIEH pabouell Harpy3KH.

[Ipu BbIBOgE M3 HKCIUTyaTalliM HMH(OPMAIIMOHHBIX CHCTEM JIOJDKHO 00ecreuyuBaThCs
rapaHTHUPOBAHHOE yAalieHHe o0pabaThiBaeMON M XpaHUMOM B HUX WH(OpPMAIUHU C UCTIOJIb30BAHUEM
CPEACTB T'apaHTUPOBAHHOTO YHHUTOXEHHUS MH(POPMALUU UIM MyTeM (PU3MUECKOTO0 YHUUTOKEHUS
HocuTene nHbopMaIuu.

Bce mponenypsl obecriedenus 3amuTsl nHGopMmanuu, ycraHosineHHble B ' BOY mkona Ne531
KpacnorBapaelickoro paiiona Cankt-lIlerepdypra B OTHOLIEHHMH HWH(OPMALMOHHBIX CHUCTEM,
JIOJKHBI BBITTOJIHATHCS. U KOHTPOJIMPOBATHCS OTBETCTBEHHBIMU JIMIIAMM 32 OpraHU3alHio padoT Mo
3amuTe nHpopMaImm.

KoHTpoJs 1ocTyna k HHPpOPMALMOHHBIM CHCTEMAM

Bcee pabornuku I'BOY mxonma Ne531 KpacnorBappeiickoro paiiona Cankt-IlerepOypra ,
JONyIIeHHbIe K paboTe ¢ MHPOPMALMOHHBIMU CUCTEMaMH HECYT MEepPCOHAIbHYI0 OTBETCTBEHHOCTD
3a HapyUIeHHs YCTaHOBJIEHHOTO MOpsiika 00paboTKU HH(GOpMaLIUK.

VYpoBeHb MoJHOMOUYMH MONb30BaTens B uMHpopMmannoHHo cucteme I'BOY mkoma Neb531
Kpacnorsapaeiickoro paiiona Cankt-IletepOypra m0oDKeH ONMPEAenaThCsi B COOTBETCTBUU C €TO
JOJPKHOCTHBIMU O0SI3aHHOCTSIMH.



Hoctyn monb3oBateneii k  uHopMamuoHHbIM cucteMam [BOY  mkoma  Ne531
KpacnorBapaeiickoro pairiona Cankt-IlerepOypra M0DKEH KOHTPOJIUPOBATHCS aIMUHHCTPATOPOM
MH(POPMAIIMOHHOMN CUCTEMBI.

Ocy1ecTBIeHHE PEryIsipHOrO KOHTPOJISL BBIOJIHEHUSI OpPraHU3allOHHO-PACTIOPSIIUTENbHBIX
JOKYMEHTOB, KacaloIUXCsi perjaMeHTanuu Jomnycka pabotHukoB ['BOY  mkoma Ne531
Kpacnorsapaeiickoro paiiona Cankr-IlerepOypra k nHOOpMAIMOHHBIM CHCTEMaM.

HNpenTuduxanusa u ayreHTupuranus

Joctyn nosnp3oBareneld K MH(QOPMAIMOHHBIM CHCTEMaM JIOJDKEH IMPEIOCTaBIATHCS TOJBKO
MOCJIe YCIENIHOTO 3aBepUIeHUs UIeHTU(PUKALIUY, ayTeHTU(PUKAIUH.

[Tonydyenue monp30BaTeieM HMMEHH B HMH(OPMAIMOHHOW CHCTEME W Tapojsi, KOTOpbIE
o0ecnevnBaroT I0CTYIN K UHPOPMALIMOHHOM CHCTEME, TOJKHO OCYIIECTBISTHCS MO MPEICTaBICHHIO
PYKOBOJUTENS CTPYKTYPHOT'O IIOApa3AeICHUS.

YupasieHue 10CTynIOM

B TI'BOY mxoma Ne531 KpacnorBapaeiickoro paiiona Cankt-lIletepOypra moimkHO
OCYILIECTBIISITHCS YIPABICHUE JOCTYIIOM K MH(GOPMAIMOHHON CHCTEME MOCPEICTBOM peallu3aluu
HEOOXOAMMBIX  METOJIOB, THIIOB M NpPaBWI pa3TpaHUYCHUs JOCTyNa  MOJIb30BATEISIM
nHpopmanmnonHoit cuctemsl ' BOY mikona Ne531 KpacnorBapaeiickoro paiiona Cankr-IletepOypra
. B Tom umcne oOecrmeueH 3amIUIIEHHBIN YIAICHHBIA JOCTYNI CYOBEKTOB JIOCTyNa K OOBEKTaM
JI0CTYTa Yyepe3 BHEIIHNUE HHPOPMAITMOHHO-TEIEKOMMYyHUKAIIMOHHBIE CETH.

Be3onacHocth npu padore ¢ HocuTeasIMU MH(pOPpMALMHI

Pa6otnuku ['bOY mkona Ne531 KpacnorBapaeiickoro paitona Cankr-IletepOypra mOKHBI
WCIIOJIB30BATh TOJIBKO YYTEHHBIE ChEMHBIE MAIIMHHBIE HOCHTENH MH()OPMAIUH Ui BBITOTHEHUS
CBOMX JIOJDKHOCTHBIX 00si3aHHOCTEH. Vcmonb3oBaHME CHEMHBIX MAIIMHHBIX — HOCUTENEH
nnpopmammu B ['BOY mxonma Ne531 KpacHorBapzeiickoro paiiona Cankt-IlerepOypra B WHBIX
LEJSIX CTPOTO 3aIlperieHo.

CpeMHbIe MaIIMHHBIE HOCUTENN HH(POPMAITUH TOJHKHBI XPAHUTCS B OTIEYaTHIBAEMBIX IIKagax,
B MTOMEIIEHUSAX B KOTOPBIX MPEeAyCMOTpeHa 00paboTka nH(OpMAaLIUK OTPaHUYEHHOTO JOCTYIIA.

B cirydae kpaxu wim moTepu ChbeMHOTO MALITMHHOTO HOCHUTENS MH(POPMALIUH, 8 TAK)KE MHBIX
UHIUACHTOB, KOTOpPHIE MOTYT MPHUBECTH K HapYIICHHIO CBOMCTB MHGOpPMAIMU OTPaHUYEHHOTO
JI0CTYMA, JOHKHBI IPOBOAUTHCS MEPOIIPUSITHS 110 PACCIIEJOBAHUIO TAKUX UHIUIEHTOB.

[Tpu BBIBOAE M3 SKCIUTyaTalldd ChbEMHOI'O MAIIMHHOIO HOCHTENS MH(OpMAIMM, BCE JTaHHBIE,
XpaHAILIMecs] Ha HEM, JOJDKHBI ObITh yJaJeHbl ONpENeleHHOW KOMHCCHEW U3 uucia pabOTHHKOB,
CPEeACTBOM rapaHTHUPOBAHHOTO YHUUTOXKEHUS HH(DOpMAIUH.

@akT YHUYTOXKEHMsS HH(OpMaMM HAa CHEMHOM MAalIMHHOM HOCUTENEe HH(OpMaluu
¢ukcupyercs B akTe 00 YHMUYTOXKEHHH HHQPOpPMALMU CO CHEMHOIO MAIIMHHOIO HOCHUTEJS
nH(pOpMaIHH.

Perucrpanus codbITHI

B TI'BOY mxoma Ne531 KpacHorBapaeiickoro paitona Cankr-IletepOypra momkHa
OCYILECTBIATHCS PErHCTPAllUU COOBITUI O€30MacHOCTH Ha BCEX KOMIOHEHTaX HMH(pOpPMaIlMOHHBIX
cuctreM ['BOY mkoma Ne531 KpacHorBapaeiickoro paiiona Cankr-IlerepOypra, B KOTOpBIX
oOpabaTsiBaeTcs 3amuinaeMas HHpopMaIus.

AHTHBHPYCHAs 3aIIUTA

B mensx oOHapykeHUs M yCTpaHEHHs BpeloHOCHBIX mporpaMMm B ['BOY mkoma Ne531
KpacnorBapaeiickoro  paiiona  Cankt-IlerepOypra  MOKHBI — HMCIOJB30BAThCS  CPEACTBA
AHTUBHUPYCHOH 3aIIUTHI HHPOPMALIUH.

O0s13aTeNbHOMY KOHTPOJIIO CPEACTBOM AHTHUBUPYCHOM 3amuThl MHGOpManuu JO0KHA
nojuiexarb Jobas uHpopMaius (TekcToBble Qainpl 00X  (popmaToB, (aiibl JTaHHBIX,
WCTIONHseMbIe (alibl), MojaydaeMas M TiepeaaBaeMas 1Mo JIOKaJbHOW BBIYMCIHMTEIIBHOW CETH B
TOM YHCJIE U CETSM OOIIET0 MOIb30BAHMUS, @ TAKXKe HHPOPMALIUs, XpaHUMasl Ha CbEMHBIX MAIIMHHBIX
HOCHUTENSAX UH(OPMALIHH.

[Tpu ycTaHOBKE IPOrpaMMHOT0 0OECIIeUeHHs MIIM €ro OOHOBIIEHHS Ha CEBEPHOE 000PYI0BaHUE
JOJDKHA aBTOMATUYECKH BBIMOJNHATHCS MpelBapUTeNbHAs TMpPOBEpKa JaHHOTO IPOrpPaMMHOTO
o0ecrieyeHns: Ha OTCYTCTBHE BPEJOHOCHOTO NPOIPAaMMHOI0 00ECTIeYEeHHUS.

OO6HoBneHue 6a3 CUTHATyp AJs CPElCTBA AHTUBUPYCHOM 3aIUThl MHPOPMALMH JIOJKHBI
OOHOBIIATHCS €XKETHEBHO.



[Tonp3oBarenn  Oe3  mpaB  aaMuUHHCTparopa  uH(popManMoHHONW  cucteMbl [ BOY
mikona Ne531 KpacHorBapaetickoro paiiona Cankt-IlerepOypra He HOKHBI UMETh BO3MOYKHOCTD
MOJTyYEeHHUs JOCTYIA K KOH(UTYpaIllii aHTUBUPYCHOTO CPEACTBA 3ALIUTHI UM €r0 OTKIIOYCHUSI.

KoHTpOoJIb 32a11MIIICHHOCTH NePCOHATBHBIX JAHHBIX

B mensx uckiItoueHMs SKCIUTyaTallMM YsA3BHUMOCTEH MPOrpaMMHOIO O0ECHEeYeHUs OJDKHBI
NPOBOIUTCS pabOThl MO BBIABICHHUIO, AHAIN3Y YA3BUMOCTEH WH(POPMALMOHHON CHCTEMBI
U OIIEpaTUBHOE YCTPaHEHNE BHOBb BBIBICHHBIX yA3BUMOCTEN. B ToM uncie opranu3zaryst KOHTpOJIs
YCTaHOBKH OOHOBJICHUS IPOIPAMMHOT0 00ECIIeYeHNUs BKIII0Yasi CPEACTB 3alUTHl HH(POPMAIIHH.

Hcnonb3oBanue NporpaMMHOro odecreyeHus

Bri6op mporpamMmHoro oGecrneueHus Aisi MPou3BOACTBEHHBIX HYkA ['BOY mkoma Ne531
KpacnorBapaeiickoro paiiona Cankr-IlerepOypra AomKeH HPOM3BOIUTHCS B IPHOPUTETE K
OTEUYECTBEHHOMY, BHECEHHOIO B EJIMHBIA peecTp POCCHMCKUX MPOrpaMM JUIS 3JIEKTPOHHBIX
BBIUMCIIMTENIBHBIX MalluH M 0a3 AaHHBIX. B ciydae orcyrctBus aHanora B EnuHoM peectpe
POCCHICKHMX MPOTpaMM Uil SJEKTPOHHBIX BBIYMCIMTENBHBIX MAIIMH M 0a3 JaHHBIX JIOIYCKaeTcs
UCIOJIb30BATh MPOrPAMMHOI0 00€CIeYeHHe UMIIOPTHOT'O ITPOU3BO/ICTBA.

HUcnonb3oBanue cpeacTB Kpunrorpadguyeckoii 3amursbl HuHGOpMaIUn

Obecneuenue 3aUThl THPOPMALIUU OIPAaHUUYEHHOT'O JOCTYIA OT PACKPBITHS, MOJUPHUKALIUU U
HaBA3bIBaHUA (BBOJA JIOXKHOM HH(pOpMaluu) Hpu ee mepenade (MOATOTOBKE K Iepenayde) Mo
KaHalaM CBSI3M, HMMEIOIIUM BBIXOJ 3a IIpeleibl KOHTPOJIMPYEeMOW 30HBI oOOecreuyuBaeTcs
MIPUMEHEHHEM CPEICTB KPUNTOTpagpuyecKoi 3aluThl HHPOPMALINH.

[Tpuobperenue cpeacts kpunrtorpadudeckoi 3amuthl uHbpopManuu ['BOY mkoma Ne531
Kpacnorsapaeiickoro paiiona Caukrt-IlerepOypra ocyiecTBisieTcss Ha OCHOBAaHUHU JIOTOBOPOB U
KOHTPAKTOB C JMIAMHM MMEIIMMHU JeicTByromyro auneHsuto @Chb Poccun Ha ocymniecTBiieHue
NESITeIbHOCTM 1O  pa3paboTKe,  NPOMU3BOJACTBY,  PACHpPOCTPAHEHUIO  MIM(PPOBATIbHBIX
(kpunTorpau4ecKrux) CpeicTB, UHPOPMALMOHHBIX CUCTEM M TEJIEKOMMYHHUKALIMOHHBIX CHUCTEM,
3alIUIIEHHBIX C HMCIOJB30BaHUEM IMIM(POBATBHBIX (KpUNTOrpadUUeCKUX) CPEACTB, BBIMOJIHEHHIO
paloT, OKa3aHMIO yCIyr B oOnacTy WHU(poBaHUs HHPOPMALUHU, TEXHUYECKOMY OOCIIYyKHBAaHUIO
I (PPOBATBHBIX (xpunTorpadIecKux ) CPEICTB, UH(POPMALIMOHHBIX CUCTEM u
TEJIEKOMMYHUKAIIMOHHBIX ~ CHUCTEM,  3alllMIIEHHBIX C  MCIOJb30BaHMEM  IIU(PPOBAIBHBIX
(kpunTorpa4ecKux) CpeACTB (32 HCKIIOYEHHEM CIydas, €CJIM TEXHHYECKOe OOCITyKHUBaHHE
M (ppOBaATBHBIX (xpunTorpapuuecKux) CPEICTB, MH(POPMAIIMOHHBIX CUCTEM u
TEJIEKOMMYHUKALIMOHHBIX ~ CHCTEM,  3allMIIEHHBIX C  MCIOJb30BAHMEM  IU(POBATIBHBIX
(kpunTorpaM4ecKux) CpEeACTB, OCYIIECTBIAETCS JUId OOECledYeHHsT COOCTBEHHBIX HYX
IOPUANYECKOTrO JIMIA WM HHAUBUAYAIBHOTO IPEANTPUHUMATES).

B memsx opranuzanmu M oOecledeHHMH TIepelaud HMH(opManmuu IO KaHajaM CBSI3U C
HCIOJIb30BAHUEM CPEJICTB KpuUNTOrpaduyeckol 3amuTbl MHGOpMAIUMU, a TaKXKe BBIMOIHEHUS
muneH3noHHbIX TpeboBanuit ®Ch Poccun B 'BOY mkoma Ne531 KpacHorBapueiickoro paiiona
Cankrt- [letepOypra nomxeH ObITh CO37aH OpraH KpUnTorpaduyeckou 3aiuThl.

[Topransusle pemenust [BOY mxkona Ne531 KpacnorBapaeiickoro paitona Cankr-IletepOypra
C BO3MOYKHOCTBIO JTOCTYTIa C CETeH 0OIIETo MOIb30BaHM JIOJKHBI B IPHOPUTETE pa3padaTbIBaThCS C
OpraHM3alyel 3allMIEHHOr0 KaHajla MocpeacTBoM npoTtokona TLS ¢ moanep kol alropuTMoB
I'OCT 34.10.

Hcnonb3oBaHue 3/1eKTPOHHOM NMOYTHI

DJIEKTpOHHAs No4Ta JO0DKHA Hcnonb3oBatbess B ['BOY mkoma NeS31 Kpacnoreapaeiickoro
paiiona Cankt-IlerepOypra c menbro opraHuzanuu 0OMeHa MEKTPOHHBIMU COOOIICHUSMH MEXITy
paboTHUKaMU U CyObeKTaMH HH()OPMALIMOHHON OE30MaCHOCTH.

ITpu ncnosnb30BaHNM 3JIEKTPOHHOM MTOYTHI 3alIPEIACTCS:

oOMeH nH(popmaluen uid ciayKeOHOro MoJIb30BaHUs, a TaKkKe HHPOopMaIel OrpaHnYeHHOTro
JOCTYIa;

MPEIOCTaBIIEHUE JIOCTYIA K 3JIEKTPOHHOM MOYTE C UCIOJIb30BAaHUEM JaHHBIX CBOEH Y4eTHOI
3alUCH TPETHUM JIMLIAM;

nyOIMKaIUs CBOETO CIYKEOHOro ajapeca 3JIEKTPOHHOM MOYTHI B AJIEKTPOHHBIX KaTallorax,
Ha [TIOMCKOBBIX MalllMHaX U APYTUX pecypcax ceT IHTEpHET B LIETAX, HE CBA3aHHBIX C UCIIOJHEHUEM
CBOMX JOJDKHOCTHBIX 00sI3aHHOCTEH;



MOJIKCKA MO AJIEKTPOHHOW MOYTE Ha pa3jMyHble pEKIAMHBIE MaTepPHAaJbl, TUCTHI PACCHUIKH,
JIEKTPOHHBIE >KypHaJbl M T.JA., HE CBA3aHHBIE C BBINOJIHEHUEM I10JIb30BATEIEM JOKHOCTHBIX
00sI13aHHOCTEHA;

OTKpBITHE (3allyCK Ha BBINOJHEHHE) (aiyioB, MOJYYEHHBIX IO 3JIEKTPOHHOH MOYTE WU
u3 pecypcoB cetu MHTepHeT, 0e3 npeaBapUTeIbHON MPOBEPKU MX AHTUBUPYCHBIM IPOTrPAMMHBIM
obecreyeHueM.

Pabora B ceTsix 0011110 1mM0JIb30BAHUA

I'BOY mxkona Ne531 KpacHorBapueiickoro paiiona Cankrt-IletepOypra ocraBusieT 3a co0oid
paBo OJOKHUPOBATh UM OTPAHUYMBATE AOCTYI paOOTHHUKAM K CETSM CBSI3U OOILEro MOJIb30BaHus, B
TOM uucie cetu HTepHeT, cojepkaHue KOTOpPbIX HE MMEET OTHOLIEHUS K MCIOJIHEHMIO
JOJDKHOCTHBIX ~ O0SI3aHHOCTEH, a Takke K HHGOPMAlLlMOHHBIM pecypcaM, CoOJepXKaHue U
HaIIpaBJIEHHOCTh KOTOPBIX 3aIPEIEHbI 3aKOHOAATENIbCTBOM Poccuiickont denepanun.

Nudopmanus o mocemaembix padborHukamu ['BOY mkoma Ne531 KpacHorBapaerckoro
paiiona Cankr-IlerepOypra WHGOPMAIMOHHBIX PECYPCOB MPOTOKOIMPYETCS JUIS MOCIEIYIOIIEro
aHauu3a M, IPU HEOOXOAMMOCTH, MOKET ObITh IPEACTaBICHA PYKOBOIUTENSAM CTPYKTYPHBIX
nozpasiesieHnl, a Takxke pykopoautennto ['bOY mkona Ne5S31 KpacHorsapaeiickoro paitona CaHKT-
[lerepOypra 11 KOHTPOJIS.

IIpu ucnonp3oBanuu cetu MIHTEpHET 3anpeleHo:

ucnoip3oBath npenocrasiaeHHbli ' BOY mkona Ne531 Kpacnorapuelickoro paiiona CaHKT-
IlerepOypra noctyn B ceTb IHTEpHET B JIMUHBIX LETAX;

UCII0JIb30BaTh HECAHKIIMOHUPOBAHHbBIE MPOTPaAaMMHbBIE M POrPaMMHO-aNIIapaTHbIE CPE/ICTBA,
MO3BOJISIOIINE TIOTYYUTh HECAHKIIMOHUPOBAHHBIHN 0CTyl K cetu MIHTepHeT;

ny0IMKOBaTh, 3arpy’aThb M paclIpOCTPaHITh MaTepHualbl COAEpIKalllue HEeAOCTOBEPHYIO
unpopmanuto 06 I'bOY mkona Ne531 Kpacuorapueiickoro paitona Cankrt-IletepOypra , a Taike
¢banscudunmposars cBoit [P-agpec.

Pe3epBHOe KOMUpPOBaHHE H BOCCTAHOBJIEHHE JAHHBIX

Ocy1ecTBiIeHNE Pe3epPBHOTO KOMMPOBAHUS JOJKHO OCYIIECTBIISITHCS IS

uHpopmauuu oOpabaTeiBaeMoil Ha (¢aillloBoM cepBepe U cepBepe NPUIIOKEHUH,
MH(POPMAIIMOHHON CUCTEMB,

pabouyux MecT aIMUHUCTPATOPOB HH(OPMAILIMOHHON CUCTEMBI.

YactoTa W pexuM pe3epBHOIO KOMMPOBAHUS YCTaHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecneynTh MUHUMAJIbHYIO MIOTEPIO JaHHBIX U ONIEPATUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOT0 KONMPOBAaHUS M BOCCTAHOBJIEHUS PECYPCOB MH(POPMALITMOHHBIX CUCTEM
I'BOY mkoma Ne531 KpacnHorBapaeiickoro paiiona Caunkr-IlerepOypra JOMKHBI MPOBOJIUTH
ynoigHoMmoueHHble paboTHukH ['BOY mxoma Ne531 KpachorBapaeiickoro paiiona CaHKT-
IletepOypra .

PesepBHOe  KkomMpoBaHME JIOJDKHO  OCYIIECTBIATBCA B ABTOMAaTHMYECKOM  pEXHUME
C IPUMEHEHHEM OTEYECTBEHHOIO CIEHAIN3UPOBAHHOIO CPEACTBA PE3EPBHOTO KOIMPOBAHHUSA C
JEHCTBYIOLIUM CEPTHU(PUKATOM COOTBETCTBUS 10 TpeboBaHUsAM Oe3onacHocty HHGopmaru PCTIK
Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHON BE3OIMACHOCTBIO

MouuTopuHT HH(OPMAIHOHHOM (0€3011ACHOCTH

Ha mocTosiHHOII OCHOBE NTOJKEH MPOBOAUTHCS KOMIUIEKCHBIM aHalu3 (YHKIMOHUPOBAHUS
uHpopmannonHoil cuctemsl 'bOY mkomna Ne531 Kpacnorsapeiickoro paiiona Cankt-IletepOypra
Y BO3HHUKAIOIINX COOBITUI MH(MOPMAITMOHHONM 0€30MaCHOCTH.

[Tporiecc MOHMTOpPHHra CHCTEMBI obOecreueHus: MHPOPMALMOHHOW 0e30MacHOCTH JOJDKEH
BKJIIOYATh B c€0sI KOHTPOJIb OPraHU3AIIMOHHBIX U TEXHUUECKUX Mep I10 3aluTe nHGOpMalluu, aHaIu3
napaMeTpoB KOH(GUTYpAIIUN U HACTPOMKHU CPEICTB 3aIIUThHl HHPOPMALIUH.

IIpn mpoBeneHUN KOHTPOJIBHBIX MEPOIPHUATHHN, CBS3AHHBIX C OLICHKON pealn3aluyd Mep IO
3anmmre uHGopmanuu B I'BOY mkona Ne531 KpacnorBapaeiickoro paitona Caunkr-IlerepOypra |,
YIOJHOMOYEHHbIE pAOOTHUKH JOJIKHBI IPUEPKUBATHCS CIETYIOINX MPUHIUIIOB!

He HapymaTth QyHKIMoHUpoBaHue AesrenbHocTd ['BOY mkoma Ne531 KpacHorBapaeiickoro
pationa Cankr-IletepOypra ;



NEHCTBOBATh B COOTBETCTBUU C YTBEPXKIECHHBIMH OPTaHHU3AIMOHHO-PACTIOPSIUTEIHHBIMU
nokymentamu ['bOY mkxoma Ne531 KpacHorBapaerickoro paitona Cankt-IlerepOypra mo 3ammure
UH(pOPMAIIH;

HE CKpBIBaTh ()aKThl BBISIBICHHBIX COOBITUI MH(POPMAITMOHHOM OE30MaCHOCTH;

0(OPMIISITh OTUETHI, TOJITBEP>KJAIOIIHE BHITIOJTHEHUE MEPOTIPUATHUH 110 3al1UTe HH(OPMALIHH.

Wndopmanns, TmonydeHHas B XOJE€ HPOBEIACHHUS KOHTPOJUPYIOIIUX  MEPOMPHUITHIA
0 JCUCTBHSIX, COOBITUSAX W TapaMeTpax, MMEIOIIUX OTHOIICHHE K peaju3alid Mep IO 3alluTe
nH(pOpMalLIUY, TOJKHA KOHCOJIMAUPOBATHCS U XPAHUTHCS B MECTAX, MCKIIOYAIOMIMX IMOJIYYeHUE K
HEell HEeCAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

MOHUTOPUHT JAHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX MH(POPMAIMOHHOI Oe30MacHOCTH
JIOJKEH TPOBOJUTHCS, TI0 BO3MOKHOCTH, C MCIIOJIH30BAaHUEM CHCTEMbl MOHUTOPWHTA HHIIUICHTOB
nH(OpMaLMOHHON 0€30MacHOCTH WMJIM BCTPOCHHBIX MEXaHHW3MOB HACTPOWKH M ayAuTa COOBITUH B
MPOrPaMMHBIX W TPOTPAMMHO-ANMNAPATHBIX CPEICTBAX, HCIOIB3YEMBIX B HH(POPMAIIMOHHOM
undpactpykrype 'bBOY mikona Ne531 KpacnorBapaeiickoro paitona Cankr-IlerepOypra .

YupapiieHue pucKaMu

OnpeneneHue BHYTPEHHHX TPeOOBaHWM MO 3amuTe WHGOPMAIUH, JOJKHBI OCHOBBIBATHCS
Ha pe3ysbTaTax MPOBEICHHs aHAJIW3a PUCKOB HApPYILIEHUS OCHOBHBIX CBONCTB 0€30MacHOCTH st
nHpopmannoHHBIX pecypcoB ['BOY mkona Ne531 KpacHorBapaetickoro paiiona Cankt-IlerepOypra

OCHOBOI1 OLIEHKH PUCKOB JOJDKHA OBITH OIIEHKA YCIOBUH U (PaKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHON HApYLICHUS LIeIOCTHOCTH, KOH(PUICHIIMATbHOCTH U JOCTYITHOCTH JUIsl MH(POPMALIMOHHBIX
pecypcoB ['bOY mkona Ne531 Kpacnorsapaeiickoro paitona Cankr-IlerepOypra .

Pe3ynpTaToM mnpoBeneHUs aHalu3a PUCKOB JIOJDKEH OBITh pa3pabOTaHHBIM KOMILIEKC Mep,
HaIpaBJICHHBIX HA CHIKEHUE BO3MOKHOTO HETaTMBHOI'O BJIMSHMS HA OCHOBHYIO IESITEIbHOCTD
I'BOY mkona Ne531 KpacHorBapueiickoro paiiona Cankt-IlerepOypra mnpu peanuzanuu TOW WUIH
WHOU yrpo3sl Oe3zomacHOCTH HH(pOpPMamuu W 00ECNEYMBAIONIMX B JAJIBHEHIIEM TOCTaTOYHBIN
ypOBEHb 3aluiieHHOCTH uHpopmannoHHbix cucteM ['BOY mikona Ne531 KpacnHorBapieiickoro
pationa Caunkr- [letepOypra .

Yunpasjienue HHIIUAEHTAMH UHGPOPMALMOHHOK 0€30I1ACHOCTH

s ob6ecnieuenns 3¢ (HEeKTUBHOIO pa3pelleHus] MHIUAESHTOB HH(POPMALMOHHOM 0€3011acHOCTH
B 'BOY mikona Ne531 Kpacnorsapaeiickoro paiiona Cankt-IlerepOypra , MUHUMU3aLUU TTOTEPh U
YMEHBILIEHUS PUCKA BO3SHUKHOBEHHS TIOBTOPHBIX NHIUACHTOB JIOJKHO OCYILECTBIIATHCS YIPABICHUE
MHIUACHTaMU UH(OPMaIlMOHHON 0€3011aCHOCTH.

Jns ynpaBieHUsT MHIMJICHTaMH HHQOPMALMOHHOM 0Oe30macHOCTH JOJKHA OBITh CO3/1aHa
ci1y>k0a MOHMTOPUHTA M pearupoBaHMsl Ha MHIUACHTHI MHPOPMAIIMOHHON 0€301acHOCTH, KOTOpas
MIOCPEJICTBOM KOMIUIEKCA CPEJICTB U MEpONpUATHI A cOopa M KOHCOMUAAUU MHPopManuu o0
MHIUACHTAX pellaeT JaHHYK 3a7ady. B OTHOLIEHMM KakI0Tro MPOM3OLIEAIIEro HHIIMIECHTA
paOOTHHKaMU W3 CIyKObl MOHHUTOPMHIA M pEarMpoBaHUs Ha MHIUAEHTHl HH(GOPMAIMOHHON
0€30MacCHOCTH JTOJIKEH BBINIOJHATHCS €r0 aHajdu3, U pa3paboTka 3(GEeKTUBHBIX MEP pearupoBaHUS
Ha JIaHHBIN WHIUJIEHT.

AyauT cucreMbl o0ecredeHusi HHPOPMAMOHHOM 0€30I1aCHOCTH

B nensx omeHku Tekymiero ypoBHs uMH(popManmoHHoi Oe3omacHoctd 'BOY mixoma Ne531
Kpacnorsapneiickoro paifona Cankt-IletepOypra Ha peryisipHOH OCHOBE JIOJKEH MPOBOJIUTHCS
aynuT nHPOPMaIMOHHOM 0€30TTaCHOCTH.

BHyTpeHHue ayaMThl JOJDKHBI  BBIMOJNHATBCS paboTHukamMu ['BOY  mxoma Ne531
Kpacnorsapaeiickoro paitona Cankt-IlerepOypra . B umcio 3amay, pemaemMbix Tpu MPOBEACHUN
BHYTPEHHHUX ayJIUTOB HHPOPMALMOHHON O€30M1aCHOCTH, BXOAT:

cOOp M aHAJIM3 UCXOJHBIX JTaHHBIX 00 OpPraHM3allMOHHONW M (PYHKIMOHAJIBHON CTPYKTYpe
MH(POPMAIMOHHBIX CHCTEM, HEOOXOAUMBIX JJISl OLIEHKH COCTOSIHUS CUCTEMBI 3aIlUThl HH(OPMAIIUH;
aHallu3 YTBEPXKIECHHBIX OPraHU3allMOHHO-PACHOPSIUTENBHBIX — JIOKYMEHTOB IO  3allluTe
uH(pOpMalUY Ha MIPEIMET UX MOJTHOTHI ¥ 3()(HEKTUBHOCTH, a TaKkke (OPMHUPOBAHNE PEKOMEHJAIUN
0 UX 10pabOTKe UK Pa3padOTKH HOBBIX;

obocHOBaHME (UHAHCOBOH 3(PPEKTUBHOCTH BHOBb NPHOOPETAEMBIX CPEACTB 3aIUTHI
uHbopMalnu;

IPOBEPKa MPaBUILHOCTH BBIOOPA M HACTPOMKH CPEICTB 3aLIUThI HHPOpMaIuK, popMUpOBaHUe
IIPEUIOKEHUI MO0 UCMOIBb30BaHUI0 MMEIOLIMXCS CPEACTB 3aLIUThl UH(OPMALMK Ul HOBBILICHUS



YpOBHS Han&KHOCTH H  Oe3omacHocTH HH(popMaruoHHblx cucteM ['BOY mxoma Ne531
Kpacnorsapaeiickoro paiiona Cankrt-IlerepOypra ;

aHaJM3 OTYETOB M0 MPOU3OMICAIINM HWHIMIECHTaM HWH(POPMALMOHHOW 0e30MacHOCTH U
MIPUHSATHIM MepaM IO UX pa3pelIeHHUIO.

IToBbIIEHHE OCBEIOMJICHHOCTH PA0OTHUKOB

B pamkax opraHuzamMM = KOMILJIGKCHOTO TIPOTHUBOJEHCTBHA yrpo3aM 0e€30macHOCTH
nHpopManuu, ucxomsmmm ot padoTHuKoB ['BOY mkoma Ne531 KpacnorBappeiickoro paiioHa
Cankr- [lerepOypra JTOJKHA IOCTOSIHHO MOBBIIATHCS
UX OCBEJOMJICHHOCTh B 00J1aCTH 3a1IUThI HH(GOPMAIUH.

[ToBwimenue ocBepoMiIeHHOCTH padoTHHKOB ['BOY mikoma Ne531 KpacHorapeiickoro
paiiona Cankr-IlerepOypra ocyImiecTBiIsIeTCs:

no cymectByomuM B I'BOY mkona Ne531 Kpachorsapaeiickoro paiiona CaHKT-
[lerepOypra opraHu3allMOHHO-PACTIOPSTUTEIBHBIM IOKYMEHTAM;

no npumeHsieMbiM B [ BOY mkona Ne531 KpacnorBapaeiickoro paiiona Cankt-IlerepOypra
MepaM 3aluThl UHHOPMALIUK;

0 TIPAaBUIIBHOMY HUCIIOJIB30BAHUIO CPEJCTB 3aLIUTHI HH(POPMAIIHH.

7  3AKIIOYEHHUE

[Ipu wu3MeHeHHMH JIEHCTBYIOLIEro 3aKoHonaTenbcTBa Poccuiickoit depepanuu B oOnactu
3alUThl MH(OPMaIUK, a TaKKe OPraHU3alMOHHO-PACHOPSAUTENIBbHBIX JoKyMeHTOB ['BOY mikona
Ne531 Kpacnorsapaetickoro paifona Cankt-IlerepOypra Hacrosimas [lonutuka u usMeHeHUsI K HEH
MIPUMEHAIOTCS B 4YacTU, HE NPOTHUBOpEYAIlled BHOBb IPUHATHIM 3aKOHOJATENbHBIM U HWHBIM
HOPMAaTUBHBIM aKTaM, a Takke BHYTpeHHUM aokymMeHTaMm ' BOY mikxona Ne531 KpacHorBapzeiickoro
paitona Cankt-IlerepOypra .

Bce TpeOoBaHMs, YCTaHOBJIICHHBIC JCHCTBYIOIIMM 3aKOHOJATEILCTBOM  Poccuiickoii
®denepanyy, NOA3aKOHHBIMU aKTaMU U IOTOBOPHBIMM OTHOIIEHUAMH, a Taxke noaxon ['bOY mkona
Ne531 KpacHorBapaeiickoro paiiona Caskt-IlerepOypra K 00CCICUEHHIO COOTBETCTBHS ITHM
TpeOOBaHUSAM JIOJKHBI OBITH IBHBIM 00pa30M OIpeIeIeHbl, JOKyMEHTUPOBAHBI U TOACPKUBATHCS B
aKTyaJIbHOM COCTOSTHUM.

I'BOY mxona Ne531 KpacnorBapaeiickoro paifona Cankr-IlerepOypra B NpHOPUTETHOM
HalpaBJIEHUU JOJDKEH paccMaTpUBaThCs MEPEX0]] a MPOrpaMMHOI0 00ecredeHre OTeUeCTBEHHOTO
IIPOU3BOJUTEINS, BKIOYEHHOIO B E€IUHBIM PEECTp POCCHUICKUX IPOrpaMM Ijsl 3JIEKTPOHHBIX
BBIYMCIIUTENbHBIX MalllMH U 0a3 JaHHBIX. B TOM uucie mo yactu cepBepHOro, KOMMYTAlIMOHHOTO
000pyZI0BaHUS M MPOrpaMMHO-aNapaTHBIX CPEJCTB BKIIOUEHHBIX B EnuHBIN peecTp poccuiickoi
PaarO3IEKTPOHHON MPOAYKIIUH.

IlepecMoTp W BHeCcEeHHME UW3MEHEHUMHM B HacTosAmyr [lOMUTHKY OCYIIECTBISAIOTCA
Ha NepUOANYECKOI U BHETIJIAHOBOW OCHOBE.



8 CIIMCOK UCITOJIb30BAHHbBIX HICTOYHUKOB

1 ®enepanbubiii 3akoH ot 27.07.2006 Ne 149-03 «O6 mHboOpMarmu, HHPOPMAITMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE UHOPMAIII.

2  ®enepanbublii 3akoH oT 06.04.2011 Ne 63-D3 «O06 31€KTPOHHON| HOAHCKH.

3 Tlocranosnenue IlpaButensctBa Poccuiickoit ®enepaumu ot 16.04.2012 Ne 313
«O06 yrBepxneHun [looxeHus O JIMIEH3UPOBAHUN JICATEIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacnpocTpaHeHHUI0 MHUGPOBATBHBIX (KpUNTOrpaUUecKux) CpeacTB, UHGOPMAIIMOHHBIX CUCTEM U
TEJICKOMMYHHUKAIIMOHHBIX ~ CHCTEM, 3allMIIEHHBIX C  HUCIOJb30BaHUEM  IMHM(POBATBHBIX
(kpunTorpaduuecKnx) CpPeJCTB, BBITOIHEHUIO padOT, OKa3aHHWIO YCIYr B o0OjacTh mudpoBaHUs
nHpOpMALUY, TEXHUYECKOMY OOCIY)KMBAaHUIO IIH(PPOBAIBHBIX (KPUNTOrpauYecKux) CpeacCTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3allMIICHHBIX C UCIIOJIb30BAHUEM
U (ppOBaTBHBIX (KPUOTOTPAPUUECKUX) CPEICTB (32 HCKIIOUEHHEM CIydasi, €CIM TeXHHUYECKOe
obOcnmyxuBaHue MmMUPPOBATBHBIX (KpUNTOrpauueckux) CpencTB, WHOOPMAIMOHHBIX CHCTEM U
TEJICKOMMYHHUKAIIMOHHBIX ~ CHCTEM,  3allMIIEHHBIX C  HUCIOJb30BaHUEM  IMIHM(POBAIBHBIX
(kpunTorpaduecKnx) CpEICTB, OCYIIECTBIACTCS I OOECIeUYeHHs COOCTBEHHBIX HYKI
IOPUINYECKOTO JIUIA WM UHAWBUAYAILHOTO MPEIIPUHIMATEIIS).

4  Tlocranonenue IlpaButenncTBa Poccuiickoit ®Pepepanmm ot 01.11.2012 Ne 1119
«O0 yTBepXkAEHWH TpeOOBaHUI K 3alIUTE TEPCOHAIBHBIX JMJAaHHBIX TPH HX 00paboOTKe B
MH(OPMALIMOHHBIX CUCTEMaX MEePCOHATBHBIX TAHHBIX).

5 Ipukaz @OAIICU or 13.06.2001 Ne 152 «OO6 yrBepxknenun MHCTpyKIMu
00 opranuzanuu U obecreyeHu 0e30MacHOCTH XpaHeH 1, 00pabOTKH U Mepeiayu Mo KaHaiaM CBS3U
C HCIIOJIb30BAaHUEM CPEICTB KpuUNTorpaduyeckoil 3amuTel WHGOPMAIMKA C OTPAHUYCHHBIM
JOCTYTIOM, HE Co/ieprKalllell CBEACHUI, COCTABISIONINX FOCYIapCTBEHHYIO TAHHY».

6 Ilpukaz ®CBb Poccum ot 09.02.2005 Ne 66 «OO6 yrBepxkaenuu Ilonoxenus o
pa3paboTKe, MPOU3BOJACTBE, peaIU3allMi U JKCIUTyaTalluu MU(POBAIBHBIX (KPUNTOrpadUIeCcKuX)
cpencts 3ammthl HHPopmaruu ([Tomoxenune [TK3-2005)».

7 Tlpuka3z ®CTOK Poccum ot 11.02.2013 Ne 17 «O06 yTBepkaeHUN TPEOOBAHUI O 3aIIUTE
nH(pOpMalIUY, HE COCTABJISAIONICH TOCYIapCTBEHHYIO TaiiHYy, COJEPKAIECs B TOCYAapCTBEHHBIX
MH(POPMAIMOHHBIX CHCTEMAX ).

8 Ipuxa3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpk IEHUHM COCTaBa U COMEPKAHHS
OpPTaHU3AIMOHHBIX U TEXHUIECKUX MEP 10 00eCTieueHII0 Oe30MaCHOCTH IEPCOHANBHBIX TAaHHBIX TPH
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX).

9 TIlpuka3z ®Cb Poccum ot 10.07.2014 Ne 378 «O6 yrBepxkaenuu CoctaBa U COACpPKAHUS
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEP M0 00ecrieueHHIo 6e30MacCHOCTH EPCOHANBHBIX JaHHBIX MPH
ux 00paboTke B MH()OPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX C MCIIOJIIb30BAaHHEM CPE/ICTB
KpUnTorpapuueckoi 3amuTbl MHGOpMaK, HEOOXOAMMBIX MJISi BBINOJHEHHS YCTaHOBIIEHHBIX
[IpaButensctBOoM Poccuiickoii ®enepanuu TpeOOBaHMM K 3alllUTe MEPCOHAIBHBIX IaHHBIX IS
KaX/10TO U3 YPOBHEN 3alUIICHHOCTH.

10 TOCT P 51624-2000 «3amurta wuHDOpMANMK. ABTOMAaTH3UPOBAHHBIE CHCTEMBI B
3aIUIIEHHOM ucnoiHeHnH. O0mue TpeOoBaHUs .

11 TOCT P 51898-2002 «AcnekTsl 6e3omacHocTH. [IpaBuia BKIOUeHHs B CTAaHIAPTHI».

12 TOCT P 50.1.056-2005 «Texnuueckas 3ammra UHGopMauuud. OCHOBHbIE TEPMHUHBI
Y OTIPEICIICHUS.

13 TOCT P UCO/MDK 27001-2006 «MupOopMamoHHAs TeXHOIOTHs. METOIBI U CpeCTBa
6e3onacHocTH. CUCTEMBI MEHEPKMEHTAa HH(POPMAIIMOHHON 0€301acHOCTH. TpeOoBaHMs».

14 TOCT P 50922-2006 «3amura unpopmanuu. OCHOBHbIE TEPMHUHBI U OIIPEACTCHUS.

15 TOCT P 51275-2006 «3amurta unopmaruu. O6bekT uHpopMaTuzauuu. DakTopsl,
BO3/elcTRYONME HAa HHPopMaruio. OOIIKe MONI0KEHUS.

16 TOCT P UCO/M3BK TO 13335-5-2006 «MubopmanmoHHas TEXHOJOTHS. MeToabl U
cpenctBa obecnedyeHus: 6e3omacHocTH. Yacte 5. PykoBOICTBO 1O MEHEIKMEHTY O€30MacHOCTH
CEeTU.

17 TOCT P HCO/TO  13569-2007  «®unaHCcOBbIE  ychayru. PexomeHganuu
110 UH(POPMALIMOHHOM 0€30IaCHOCTH.

18 T'OCT P NCO/MDBK 27005-2010 «upopmarmioHHast TexXHOJOTH. MeTonbl U cpeacTBa



obecrieyeHus: 6e3onmacHOCTH. MeHeKMEHT pucKa HH()OPMAIIMOHHON O0€30MacCHOCTI.

19 TOCT P UCO/M3K 27004-2021 «MupopmMarioHHass TeXHOIOTUs. MeTobl U CpeacTBa
obecrieyeHus 6ezonacHocTH. MeHeHKMEHT HH(POPMALIMOHHOHN 0e30MMacHOCTH. MOHUTOPUHT, OI[CHKa
3alUIIEHHOCTH, aHAIN3 U OLIECHUBAHUE.

20 T'OCT P 51897-2021 «MeHnemxMeHT pucka. TepMHUHBI U OTIPEIACIICHUS .

21 TOCT P 52069.0-2013 «3Bammura wuHdpopmanuu. Cucrema cranmaaptoB. OCHOBHBIC
TIOJIOKEHHSI.

22 Konnenmus uH()OpMaAITMOHHON 0€30MacHOCTH HCITOTHUTEIBHBIX OpraHoOB
rocynapcrBeHHol Binactu Cankr-IlerepOypra ot 20.02.2023.
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